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#sf21vus

I am Tony E.
I am here because I 💖packets. 

You can find me on Twitter: @showipintbri

Hello!



#sf21vusAbout Me

Network Engineer by Day...
◉ CCIE #64908
◉ PCNSA
◉ Consultant focused on 

security architectures, 
engineering & 
implementation

Packet Analyst by Night!🌛
◉ GIAC Network Forensic 

Analyst
◉ Full PCAP at home 

(Arkime)
◉ Inline IPS (Suricata)
◉ ...and more ;)

Blog: https://showipintbri.github.io
Twitter: @showipintbri

https://showipintbri.github.io


#sf21vusCovid-19 Pandemic == * from home

◉ Work from home & School from home? 
A packet hunters dream🌈 & security person’s 
nightmare.😱
◉ 2 New (managed) Chromebooks
◉ Lots of new traffic to inspect



#sf21vusHTTP Method: Anna Molly ?



#sf21vusHTTP URI: [host]:[port] wah?



#sf21vusHTTP URI: cleartext *.pac file ?

◉ MIME Type: text file
◉ ...over clear text HTTP

◉ ...same destination
◉ ...different chromebooks



#sf21vus

Example 1

Network Tell-All: BGPstuff.net

Twitter: @mellowdrifter



#sf21vusNetwork Tell-All: IANA



#sf21vusFile Analysis: 

◉ text file
◉ ...over clear text HTTP

◉ ...same file size
◉ ...different MD5 hashes?



#sf21vusPAC Files Oh My! 😲



#sf21vusQuestions to Answer...

◉ The 5- “W”s and an “H”

◉ “Data in Context”



#sf21vusLet the Research Comence

Oh, I see you’re using a 
forward proxy, and 
transferring your PAC file in 
the clear… Profit.

Proxies are used for:
◉ URL filtering
◉ Content filtering
◉ Security
◉ Content Caching
◉ Secure Web Gateway’s
◉ SASE Architectures 

pronounced “sassy” :)



#sf21vusScientific Method

Hypothesis:
It is possible to circumvent 
the web controls on a 
managed Chromebook using 
only the network?

Prove or Disprove



#sf21vus



#sf21vus



#sf21vusWhat to do, what to do?

White Hat
● Find 

Vulnerability or 
Data Leaking

● Report it
● Become Hero!

“Won’t somebody 
think of the 
children!?!”

Black Hat
● Find 

Vulnerability or 
Data Leaking

● DON’T Report 
it

● Take advantage 
of vulnerability

● Become 
internet troll



#sf21vusWhat’s the Goal?

(self-imposed)Rules:
◉ Cannot touch the 

endpoint configuration
◉ All affects must be from 

the network!

Affect the operation of the configured proxy.



#sf21vusBaseline Tests (Scientific Control)

1. From Workstation to local web server using local DNS

2. From Workstation using explicit proxy on local network 
making a GET request for a remote origin server

3. From Workstation using explicit proxy on local network 
making a CONNECT request for a remote origin server



#sf21vusThe Lab (home network)



#sf21vusTest #1: Local Webserver, Local DNS, NO Proxy

*omitting empty ACKs



#sf21vusWhat is the role of a Proxy?

Forward Proxies:
◉ Makes requests on behalf of the clients. 
◉ Typically many clients are behind a single Proxy.
Reverse Proxies:
◉ Receive requests on behalf of the servers.
◉ Typically many servers are behind a single proxy.

(this functionality normally combined with a 
load-balancer)



#sf21vusBrowser vs. System Config

Browser Settings
◉ Explicit Browser config
◉ PAC file Browser config

OS Settings
◉ Explicitly configured via 

system configuration
◉ Proxy Auto 

Configuration via 
system settings



#sf21vusBrowser vs. System Config

Browser Settings
◉ Explicit Browser config
◉ PAC file Browser config

OS Settings
◉ Explicitly configured via 

system configuration
◉ Proxy Auto 

Configuration via 
system settings



#sf21vus
What does a PAC file look like:
Anatomy of a PAC File

For more information about PAC files: http://findproxyforurl.com/



#sf21vusExplicit vs. PAC

Explicit: (static)
◉ Send All Requests to the configured PROXY address
◉ Manually specified explicit exclusions
◉ Hard to maintain at scale

PAC: (semi-dynamic)
◉ Apply some logic
◉ Resolvable exclusions
◉ Lists of exclusions can be updated
◉ Lends itself to scaling much better (MSSP, SASE, SWG)



#sf21vusTest #2: Remote Origin Server, GET Proxy, Local DNS

*omitting empty ACKs



#sf21vusPackets ala TraceWrangler

Twitter: @PacketJay



#sf21vusA Word about the “Via: “ Header



#sf21vus
Test #3: Remote Origin Server, CONNECT Proxy, Local 
DNS

*omitting empty ACKs



#sf21vusWhy is there a PROXY to start with?

◉ Assumption: URL and Content Filtering

◉ Liability (Logging and Visibility): School provided 
Chromebook, it can’t just wild and free exposing all our 
children to the naught bits.

What’s being blocked? (Just a few examples)
◉ CartoonNetwork.com, showipintbri.com, malware.com



#sf21vusCartoonNetwork.com

File: DUT-PROXY-cartoonnetwork.pcapng (not included)



#sf21vusCartoonNetwork.com



#sf21vusshowipintbri.com

File: DUT-PROXY-showipintbri.pcapng (not included)



#sf21vusshowipintbri.com



#sf21vusError Pages



#sf21vusPossible PAC Attacks

1. Blackhole the PAC file domain, so it 
never resolves and the CB can’t get 
the PAC file.

2. Hijack the PAC domain via DNS and 
resolve it to a server where a 
“malicious”(less strict) PAC file can 
be hosted.

3. Use the PAC logic against itself.



#sf21vusPAC Attack #1: Blackhole PAC Domain



#sf21vusPossible PAC Attacks

1. Blackhole the PAC file domain, so it 
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the PAC file.
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#sf21vusPAC Attack #2: What Normally Happens



#sf21vusPAC Attack #2: What Normally Happens



#sf21vusPAC Attack #2: Hijack PAC Domain



#sf21vusMy Hosted PAC File :)

“Here are the keys to your new internet, sir.”



#sf21vusPAC Attack #2: Hijack PAC Domain



#sf21vusPAC Attack #2: CartoonNetwork.com



#sf21vusPAC Attack #2: CartoonNetwork.com

File: DUT-DIRECT-cartoonnetwork.pcapng



#sf21vusPAC Attack #2: showipintbri.com



#sf21vusPAC Attack #2: showipintbri.com

File: DUT-DIRECT-showipintbri.pcapng



#sf21vusPossible PAC Attacks

1. Blackhole the PAC file domain, so it 
never resolves and the CB can’t get 
the PAC file.

2. Hijack the PAC domain via DNS and 
resolve it to a server where a 
“malicious”(less strict) PAC file can 
be hosted.

3. Use the PAC logic against itself.



#sf21vusUsing the PAC Logic Against Itself

Example Misconfiguration: “*msftncsi.com”



#sf21vusPossible PAC Attacks

1. Blackhole the PAC file domain, so it 
never resolves and the CB can’t get 
the PAC file.

2. Hijack the PAC domain via DNS and 
resolve it to a server where a 
“malicious”(less strict) PAC file can 
be hosted.

3. Use the PAC logic against itself.



#sf21vusDNS Validity: Oops! 😜

◉ I made a mistake during preparation for this 
presentation and setup a test domain in my local 
resolver using an “_”. 

◉ I could resolve it, ping it, browse the web page 
locally from my workstation.

◉ When trying from the chromebook it would resolve 
but wouldn’t even try to connect via HTTP



#sf21vusAssumption

● Your gateway is more 
permissive than your 
proxy server



#sf21vusTakeaways, Part 1

● Just because something is proxied, doesn’t mean we can’t 
see it, play with it, manipulate it.

● This is not exploiting a technical vulnerability, rather it is 
exploiting “implied trust”:
○ Chromebook trusts: DNS, PAC file server host, and data 

of the PAC file
○ There’s no validation or authentication.



#sf21vusI couldn’t have said it better...

Communication to HTTP proxy servers is insecure, meaning proxied 
http:// requests are sent in the clear. When proxying https:// 
requests through an HTTP proxy, the TLS exchange is forwarded through 
the proxy using the CONNECT method, so end-to-end encryption is not 
broken. However when establishing the tunnel, the hostname of the 
target URL is sent to the proxy server in the clear.

Reference: https://chromium.googlesource.com/chromium/src/+/main/net/docs/proxy.md



#sf21vusTakeaways, Part 2

● If you can control DNS, you can deliver an untrusted PAC file

● If you control the PAC file you can avoid the proxy, exposing 
a possibly less secure communications channel.

● If you can read the PAC file, you can use that data against 
itself.



#sf21vusIn Conclusion...

Hypothesis:
It is possible to circumvent 
the web controls on a 
managed Chromebook using 
only the network?

Cheers!



#sf21vusLinks/Resources:

◉ http://findproxyforurl.com/pac-functions/

◉ https://chromium.googlesource.com/chromi
um/src/+/main/net/docs/proxy.md

◉ https://github.com/GrrrDog/weird_proxies

◉ https://showipintbri.github.io

http://findproxyforurl.com/pac-functions/
https://chromium.googlesource.com/chromium/src/+/main/net/docs/proxy.md
https://chromium.googlesource.com/chromium/src/+/main/net/docs/proxy.md


#sf21vusThank You

FIN


