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◉Computer Engineer, PhD

◉Joined ntop in late 2015

◉Used to be a pure data 

scientist

◉Now more close to a 

software developer
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◉Introduction and motivation

◉Tracking device network activities

○ "Idle" - Really idle?

○Operating

○Over-The-Air (OTA) firmware updates - 

How do they work? Are they secure?

◉Discussion and conclusion
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◉pcaps and 
supplementary material 
available at 
https://bit.ly/2X4bwSq

◉Screenshots shown 

during the 
presentation, look at 
the filename!

◉"In Depth:" badges 

with references to 
supplementary material In Depth: File ezviz_cam_private_data_via_udp_sampled.pcap

https://bit.ly/2X4bwSq
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◉The Internet of Things (IoT) is quickly becoming 
a relevant part of our everyday life

◉IoT devices are pervasive in industrial 

environments and are poised to remake our 
homes

◉Security cameras, smart sensors, and light bulbs 

are just a few examples of IoT devices that we 
use everyday to control homes, and automate 
personal or industrial tasks
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◉IoT advantages don’t come for free

◉IoT devices directly connected to the 

networks we use to run our businesses or 
manage our personal activities at home

◉This opens up to a series of implications as 

IoT devices are in general low-cost, weakly-
secured devices able to create shortcuts 
between the Internet and our private networks
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◉Focus of this talk is the network behavior 
of a group of IoT devices operated on a 
testbed network

◉More than one month worth of packets is 

analyzed to investigate their activities in 
the short and in the long run
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◉This talk is about the network behavior of a 
set of IoT Devices

○Contacted hosts (LAN/Internet/cloud)

○Protocols used to communicate and the 

extent to which encryption is used

○Over-The-Air (OTA) firmware updates are 

performed - and if they are secure

◉Emphasis on security
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◉This talk is NOT about

○Exploitation of vulnerabilities

■Not carrying out attacks, just giving 

pointers and ideas

○Reverse engineering

■Peek into some firmware binaries, but 

no disassemble-modify-reassemble
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◉This talk is about the behavior of a set of 
IoT Devices

○Contacted hosts

○Protocols used to communicate and the 

extent to which encryption is used

○Over-the-air firmware upgrades are 

performed  - and if they are secure

○Other analyses

EzVIZ C6C (ez360)

Cameras
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◉This talk is about the behavior of a set of 
IoT Devices

○Contacted hosts

○Protocols used to communicate and the 

extent to which encryption is used

○Over-the-air firmware upgrades are 

performed  - and if they are secure

○Other analyses

TP-Link HS100

Smart Plugs
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◉This talk is about the behavior of a set of 
IoT Devices

○Contacted hosts

○Protocols used to communicate and the 

extent to which encryption is used

○Over-the-air firmware upgrades are 

performed  - and if they are secure

○Other analyses

Sonoff S26

Smart Plugs
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◉This talk is about the behavior of a set of 
IoT Devices

○Contacted hosts

○Protocols used to communicate and the 

extent to which encryption is used

○Over-the-air firmware upgrades are 

performed  - and if they are secure

○Other analyses

Sonoff DW2

Door Sensor

Xiaomi Mi LED Desk Lamp 1S 
Smart Lamp
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◉This talk is about the behavior of a set of 
IoT Devices

○Contacted hosts

○Protocols used to communicate and the 

extent to which encryption is used

○Over-the-air firmware upgrades are 

performed  - and if they are secure

○Other analyses

Raspberry Pi version 4
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◉Give the testbed LAN and Internet access while sniffing 
the traffic

◉Used a Raspberry Pi version 4

◉Set up a Linux bridge between the devices and the rest of 

the network - including the Internet

◉A Linux bridge is a Layer-2 software-implemented network 

switch

○ It forwards packets between interfaces that are 

connected to it

◉Packets forwarded through the bridge sniffed with tcpdump
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◉Raspberry

wlan0

For the Wireless Access Point

eth0

To the rest of the network,

including the Internet Gateway

br0

Linux bridge between eth0 and wlan0

eth0

wlan0

In Depth: Setting up a 
Raspberry Pi as a bridged 
wireless access point - 
Raspberry Pi 
Documentation.pdf 
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Running tcpdump On The Bridged Wireless AP

◉Created a systemd service to run 
tcpdump and dump 1 pcap / hour

◉A few MBs per pcap with idle devices

In Depth: Appendix of these slides 

$ ls -lha | head

total 28G

drwxr-xr-x 3 pi   pi   132K Aug 11 17:34 .

drwxr-xr-x 6 root root 4.0K May  4 13:13 ..

-rw-r--r-- 1 root root 5.3M May  4 15:41 iotdump_2021-05-04__14.pcap

-rw-r--r-- 1 root root 2.9M May  4 16:41 iotdump_2021-05-04__15.pcap

-rw-r--r-- 1 root root 3.2M May  4 17:41 iotdump_2021-05-04__16.pcap

[...]


$ mergecap  -w iotdump_month.pcap iotdump_2021-0*



#sf21vus - Material: https://bit.ly/2X4bwSqTracking Devices “Idling”

◉Run for 5 days without any interaction

○No app use, no video streaming, …


◉Quantify the traffic generated by devices 
just to stay idle
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◉Use Wireshark capinfos CLI tool

◉Idle devices generate ~ 0.7 MB / hour

○Almost 17 MB / day$ capinfos week_idle_iot.pcap


File name:           week_idle_iot.pcap

[…]

Number of packets:   760 k

File size:           96 MB

Data size:           84 MB

Capture duration:    431994.169478 second

First packet time:   2021-05-06 00:41:13.744666

Last packet time:    2021-05-11 00:41:07.914144

Data byte rate:      194 bytes/s

Data bit rate:       1558 bits/s

Average packet size: 110.64 bytes

Average packet rate: 1 packets/s
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0 MB

10 MB

20 MB

30 MB

40 MB

Sonoff 
Door Sensor

TP-Link 
Plug 47:0A

TP-Link 
Plug 4B:C2

Sonoff 
Plug 2C:3D

Sonoff 
Plug 28:E1

Xiaomi 
Mi Lamp

EzVIZ 
Cam A3:28

EzVIZ 
Cam 3B:17

5-Day “Idle” traffic

◉All devices doing less than 2 MB except 
for the lamp and the two cameras
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EzVIZ Cam: What’s Inside 30+ MB of “idle” Traffic

◉Seems EzVIZ cameras are not that idle

◉Traffic analysis with Wireshark and ntopng
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◉Hosts
Significant traffic to 
other hosts in the 
LAN

D-Link 
NOT in the 
testbed!
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1. The EzVIZ Cam 
uses SSDP to 
discover services 
in the LAN


2. Another D-Link 
Cam in the LAN 
responds


3. The EzVIZ Cam 
uses HTTP to 
fetch the service 
description from 
the D-Link Cam

Multicast
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◉The EzVIZ cam discovers services in the 
network and moves laterally by default 
without nothing explicitly configured

◉An attacker can respond to SSDP, advertise 

fake services and expect the EzVIZ camera 
to connect with HTTP requests
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◉79 Internet hosts across the globe

~80 hosts across 
the globe, many of 
them used for NTP 
synchronization

When NTP is removed:

- 3 Amazon hosts in IE

- 2 Tencent cloud hosts is 

SG
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◉Hosts
Significant traffic to 
Internet Hosts
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◉The EzVIZ cam exchanges 5.31 MB of UDP 
traffic with Tencent Cloud host 
162.62.52.181

○Host geolocated in Singapore


◉Although the application protocol is 
unknown, private data is transmitted in 
cleartext…
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◉The EzVIZ cam tells
The EzVIZ tells its 
serial along with 
other information

The server tells the 
public IP of our 
office along with a 
port… that varies 
over time

In Depth: File ezviz_cam_private_data_via_udp_sampled.pcap
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◉With similar analyses it can be found that 
the EzVIZ cam exchanges unencrypted data 
also with other Internet talkers

◉Among the protocols used are MQTT, HTTP

◉Found also an HTTP backup

In Depth: File ezviz_cam_http_backupserver.pcap
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◉Internet traffic to Amazon, mostly TLS 
and a couple of Unknown UDP packets

AmazonName dissected 
from the TLS SNI
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◉Mostly ARP, also several MDNS responses 
(NO discovery), DHCP, DNS

DHCP, DNS, other is MDNS
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◉Activity significantly reduced

○A bunch of TLS sessions with Amazon

○Some service traffic with the gateway 

(DNS, DHCP)

○TP-Link Smart Plug syncs with ~90 NTP 

hosts worldwide

In Depth: Appendix of these slides 
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◉All devices rely on Amazon cloud services
Cloud Services Cloud Countries NTP Sync Lateral Movements

EzVIZ Cameras
Amazon 

(EAQ + MQTT w/ cleartext)

Tencent Cloud


(Unknown w/ cleartext)
🇮🇪 🇸🇬 ✓ Service Discovery 

(SSDP + HTTP)

Xiaomi Smart Lamp Amazon 
(TLS + Unknown) 🇺🇸

Sonoff Door Sensor Amazon 
(TLS) 🇩🇪

Sonoff Smart Plugs Amazon 
(TLS) 🇩🇪

Tp-Link Smart Plugs Amazon 
(TLS) 🇮🇪 🇺🇸 ✓



#sf21vus - Material: https://bit.ly/2X4bwSqTracking Devices “Idling”: Conclusions

◉All devices rely on Amazon cloud services

○EzVIZ cameras with EAQ and MQTT

○All other devices initiate and keep long-lived TLS 

connections open

◉EzVIZ cameras and TP-Link plugs contacts NTP servers


○80 / 90 NTP servers geographically distributed

◉EzVIZ cameras move laterally in the LAN


○SSDP to discover services

○HTTP to discovered services
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◉What happens when

○A plug is toggled 

on/off

○A lamp is switched 

on/off

○A door is open/

closed

○A video stream is 

open
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◉On/Off exhibit a symmetric pattern

○3 TLS packets + 4 Unsolicited MDNS responses

O
N

O
FF
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◉TLS with an Amazon host (existing conn.)

1. Amazon tells something to the plug

2. The smart plug responds

3. Amazon ACKs
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◉3 unsolicited MDNS responses

○Contain encoded (base64) data

iv = Initialization Vector?

base64 decoded: 1001447448380333

data1= encrypted data?
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◉An MQTT Publish message arrives from Amazon

◉The camera ACKs the message and start sending 

data on another unknown (encrypted?) TCP stream

In Depth: File ezviz_cam_mqtt_video_stream.pcap

MQTT
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◉All exhibiting an almost identical pattern

◉Packet exchange 1 or 2 Amazon hosts over 

already existing connections

In Depth: Appendix of these slides 
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Tracking Devices “Operating” Activities: Conclusions

◉All devices rely on Amazon cloud services
Cloud Services Cloud Countries First Packet LAN

EzVIZ Cameras Video 
Stream

Amazon 
(MQTT w/ cleartext)

Tencent Cloud


(Unknown)
🇮🇪 🇩🇪 Cloud→Device

Xiaomi Smart Lamp 
On/Off

Amazon 
(TLS) 🇩🇪 Cloud→Device

Sonoff Door Sensor 
Open/Close

Amazon 
(TLS) 🇩🇪 Device→Cloud

Sonoff Smart Plugs 
On/Off

Amazon 
(TLS) 🇩🇪 Cloud→Device Unsolicited MDNS

Tp-Link Smart Plugs 
On/Off

Amazon 
(TLS) 🇺🇸 Cloud→Device
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Tracking Devices “Operating” Activities: Conclusions

◉All devices rely on already-open sessions 
with Amazon hosts

◉All devices use TLS except for the cameras

○Cameras use MQTT and another UDP 

unknown communication likely 
transporting the actual Video


◉Unsolicited MDNS generated by the Sonoff 
Smart Plugs
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◉Keeping devices up to date is fundamental

○Updates carry new features but also security fixes


◉Generally, the only way for an end-user to keep IoT 
devices up to date is to let them fetch firmware and 
software Over-The-Air (OTA)

○Wirelessly (as in the case of the testbed)

○Directly from the Internet, without the user 

having to connected the device to a computer via 
USB, or plugging SD cards, etc.
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◉All IoT devices in the testbed fetch their 
updates straight from the cloud

◉This update mechanism is also known as 

Edge-To-Cloud OTA Update

◉The IoT device on the Edge of the network 

acts as an Update dispatcher and processor

In Depth: OTA Architectures for IoT Devices.pdf 
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◉Mi Lamp updated from the Mi Home IoS app

◉The lamp (192.68.2.234) has reached a server 

(107.155.17.131) in the cloud via HTTP

◉Server belongs to Zenlayer’s edge cloud 

services and is located in France
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◉To extract the .bin file with Wireshark 
(Make sure to have "Allow subdissector to 
reassemble TCP stream")
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◉Utility file tells the .bin DOS Executable, 
also known as COM
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◉Chances are the .bin file is a binary firmware image 
composed of multiple pieces

◉Utility binwalk to identify embedded code, files, ...

$ binwalk 81f6c20996e3d5a5fbc2997a42bde2af_upd_yeelink.light.lamp4.bin | grep -v "Unix 
path"


DECIMAL       HEXADECIMAL     DESCRIPTION

--------------------------------------------------------------------------------

66012         0x101DC         CRC32 polynomial table, little endian

69924         0x11124         PEM certificate

78856         0x13408         PEM certificate

95468         0x174EC         PEM certificate

158652        0x26BBC         SHA256 hash constants, little endian

208024        0x32C98         Neighborly text, "neighbor entry"

212481        0x33E01         PEM certificate

218304        0x354C0         Base64 standard index table

224876        0x36E6C         SHA256 hash constants, little endian

PEM-encoded

TLS certificates
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◉Three TLS certificates extracted (the 
fourth cannot be decoded)

○Two intermediate

○One root


◉Very long validity periods

◉Likely used in the IoT device chains of 

trust
In Depth: Files 81f6c20996e3d5a5fbc2997a42bde2af_upd_yeelink.light.lamp4.bin.certificate_{01,02,03}.pem
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◉A root certificate is 
trusted because it is 
assumed to be delivered 
by some trustworthy 
procedure

○Delivered to the device 

via HTTP!

◉Untrusted

◉Unknown issuer Mijia Root

In Depth: Files 81f6c20996e3d5a5fbc2997a42bde2af_upd_yeelink.light.lamp4.bin.certificate_01.pem
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Mi Lamp: Looking for other Network-Related data

◉Search for IP addresses, domain names, etc.
Simones-Mac-mini:Downloads simone$ strings 
81f6c20996e3d5a5fbc2997a42bde2af_upd_yeelink.light.lamp4.bin | egrep -ri '\.com'

(standard input):ot.io.mi.com

(standard input):cloud.yeelight.com

(standard input):ot.io.mi.com

(standard input):ots.io.mi.com

(standard input):otc.io.mi.com

(standard input):dlg.io.mi.com

(standard input):http://dlg.io.mi.com/v1/ot/upload

(standard input):dns.io.mi.com

(standard input):dk.io.mi.com

Simones-Mac-mini:Downloads simone$ strings 
81f6c20996e3d5a5fbc2997a42bde2af_upd_yeelink.light.lamp4.bin | egrep -ri '^(?:[0-9]{1,3}\.)
{3}[0-9]{1,3}$'

(standard input):0.0.0.0

(standard input):110.43.0.83

(standard input):110.43.0.85

(standard input):127.0.0.1
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◉Sonoff devices updated manually from the 
IoS app
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Sonoff Devices: HTTP Edge-To-Cloud OTA Update

◉Very similar behavior to the one observed with the Mi Lamp

◉Firmware sent over plain HTTP

◉Root certificates found for both the smart plug and the 

door sensor

◉Seemingly a private key carried with the smart plug 

firmware

In Depth: Appendix of these slides 

$ binwalk  user2.1024.new.2.bin


DECIMAL       HEXADECIMAL     DESCRIPTION

--------------------------------------------------

[...]

440123        0x6B73B         PEM RSA private key

441134        0x6BB2E         PEM certificate

[...]
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◉EzVIZ Camera updated manually from the 
eWeLink app

◉The camera (192.68.2.151) has reached a 

Tencent Cloud server (49.51.129.211) via HTTP
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◉Binary file extracted with Wireshark and 
inspected with binwalk

◉A whole filesystem shipped in it

◉Filesystem extracted with binwalk -Mer

$ binwalk CS-CV246-A0-1C2WFR.dav


DECIMAL       HEXADECIMAL    DESCRIPTION

--------------------------------------------------------------------------------

196           0xC4           Squashfs filesystem, little endian, version 4.0 [...]

4059420       0x3DF11C       uImage header [...] image type: OS Kernel Image [...] "Linux-3.0.8"

6248761       0x5F5939       Certificate in DER format (x509 v3), header length: 4, sequence

[...]
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EzVIZ Cam: The Filesystem Found in The Firmware

◉The root of the 
filesystem contains 
kernel modules, 
shared objects, 
executable scripts, 
binary 
applications, ...
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◉A dhcpd.conf file containing network 
configuration for a bridged interface

◉Plaintext, can be edited and repacked../squashfs-root$ cat dhcpd.conf

ddns-update-style none;

subnet 192.168.8.0 netmask 255.255.255.0{

interface br0

option router 192.168.8.1

option subnet 255.255.255.0

option dns 192.168.8.1

option broadcast 192.168.8.255

option lease 864000

start 192.168.8.2

end 192.168.8.254

max_leases 250

}
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OTA Conclusions: Security over an Insecure Channel

◉All devices use HTTP to fetch firmware 
binaries

◉Trying to implement security over an 

insecure HTTP channel

○Can't trust the server

○Can't trust the contents of the firmware


◉Typical attack can be the widely known Man-
in-The-Middle (MITM)
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◉Downloaded firmware contain TLS-data such 
as certificates

○An attacker can replace such data and 

have it installed on the device

◉EzVIZ cameras firmware carries not only 

TLS-data but also a whole filesystem

○An attacker can unpack, edit, and repack 

the filesystem into the firmware image
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◉A private keys seems also to be 
transmitted in cleartext to the Sonoff 
smart plug

○Really a false positive?

○Just errors in the firmware reassembly 

from the network?
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Cloud Services Cloud Countries

EzVIZ Cameras Tencent Cloud

(HTTP) 🇩🇪

Xiaomi Smart Lamp Zenlayer’s Edge Cloud 
(HTTP) 🇫🇷

Sonoff Door Sensor Amazon 
(HTTP) 🇩🇪

Sonoff Smart Plugs Amazon 
(HTTP) 🇩🇪

Tp-Link Smart Plugs n/a: no device updates 
in the observation period
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◉Cloud Services

○All devices rely heavily on Amazon 

cloud services when idle, operating, 
and also for OTA updates

○EzVIZ cameras also rely on Tencent cloud


◉NTP synchronization causes certain devices 
to contact tens of hosts across the globe
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◉Devices also actively interact with other 
hosts in the LAN

○Expected service traffic such as DHCP 

and DNS

◉EzVIZ cameras have been found to move 

laterally in the LAN with SSDP and HTTP
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◉Mostly standard, widely known protocols 
such as HTTP and TLS

◉The MQTT “standard” protocol for IoT 

messaging only used by EzVIZ cameras

◉IPv6 almost non-existent
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◉Encryption is used significantly with TLS 
being a first-citizen under normal device 
activities (idle and operating)

◉OTA firmware updates are done via HTTP 

and this opens up to a series of security 
issues
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Appendix
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◉The Linux bridge has been setup on a 
Raspberry Pi version 4

○Broadcom BCM2711, Quad core Cortex-

A72 (ARM v8) 64-bit SoC @ 1.5GHz

○8GB LPDDR4-3200 SDRAM

○Full specs: https://www.raspberrypi.org/

products/raspberry-pi-4-model-b/
specifications/

https://www.raspberrypi.org/products/raspberry-pi-4-model-b/specifications/
https://www.raspberrypi.org/products/raspberry-pi-4-model-b/specifications/
https://www.raspberrypi.org/products/raspberry-pi-4-model-b/specifications/
https://www.raspberrypi.org/products/raspberry-pi-4-model-b/specifications/


#sf21vus - Material: https://bit.ly/2X4bwSqSniffing the Traffic: Software Used

◉Raspbian GNU/Linux 10 (buster)



#sf21vus - Material: https://bit.ly/2X4bwSqSniffing the Traffic: tcpdump

◉Created a systemd service to dump 1 
pcap / hour

pi@raspberrypi:~ $ cat /etc/systemd/system/tcpdump.service

[Unit]

After=network.target


[Service]

Restart=always

RestartSec=30

Environment="TCPDUMP_FORMAT=%%Y-%%m-%%d__%%H"

ExecStartPre=/bin/mkdir -p /storage/pcaps/

ExecStart=/sbin/tcpdump -i eth0 not port 22 -s 0 -G 3600 -w '/storage/pcaps/
iotdump_${TCPDUMP_FORMAT}.pcap'

ExecStop=/bin/kill -s QUIT $MAINPID


[Install]

WantedBy=multi-user.target



#sf21vus - Material: https://bit.ly/2X4bwSqSniffing the Traffic: pcap files

◉One pcap per hour, a few MBs with “idle” 
devices

◉Merged with mergecap

$ ls -lha | head

total 28G

drwxr-xr-x 3 pi   pi   132K Aug 11 17:34 .

drwxr-xr-x 6 root root 4.0K May  4 13:13 ..

-rw-r--r-- 1 root root 5.3M May  4 15:41 iotdump_2021-05-04__14.pcap

-rw-r--r-- 1 root root 2.9M May  4 16:41 iotdump_2021-05-04__15.pcap

-rw-r--r-- 1 root root 3.2M May  4 17:41 iotdump_2021-05-04__16.pcap

-rw-r--r-- 1 root root 2.8M May  4 18:41 iotdump_2021-05-04__17.pcap

-rw-r--r-- 1 root root 3.0M May  4 19:41 iotdump_2021-05-04__18.pcap

-rw-r--r-- 1 root root 2.8M May  4 20:41 iotdump_2021-05-04__19.pcap

-rw-r--r-- 1 root root 2.9M May  4 21:41 iotdump_2021-05-04__20.pcap


$ mergecap  -w iotdump_month.pcap iotdump_2021-0*



#sf21vus - Material: https://bit.ly/2X4bwSqSniffed pcaps: What’s Inside

◉pcaps sniffed on an 
interface of a Linux bridge

◉Not only IoT devices traffic

◉pcaps contain also


○Multicast/Broadcast 
traffic entering the the 
bridge from eth0

○Traffic originated by the 

Raspberry PI 4 itself

eth0

wlan0



#sf21vus - Material: https://bit.ly/2X4bwSqpcaps Cleanup with IoT Devices MACs

◉Used tcpdump with BFP to extract traffic 
using IoT devices MACs

○Can add BFP filters straight into the 

systemd service

◉Example

$ tcpdump -r iotdump_2021-05-06_to_2021-05-10.pcap -s0 ether host 80:9f:9b:45:a3:28 
-w week_idle_ezviz_cam_a328.pcap



#sf21vus - Material: https://bit.ly/2X4bwSqTraffic Analysis: Wireshark vs ntopng

◉Tools are complimentary

◉Wireshark is more oriented to the packets


○Fantastic to inspect payloads, up to the single bit

◉ntopng is more oriented to the conversations - aka 

flows

○Very good for an overview of the network activity


◉Recommendation is to start with ntopng and then 
jump to Wireshark

○Especially with large trace files



#sf21vus - Material: https://bit.ly/2X4bwSqEzVIZ Cam: ICMP to the Gateway

◉PINGs to the gateway every 15 seconds

◉Accounted for 5+ MB over 5 days



#sf21vus - Material: https://bit.ly/2X4bwSqEzVIZ Cam: Idle Traffic Conclusions

◉Significant amount of traffic towards hosts 
in the LAN (lateral movements)

○Discovery of services

○Attempts at fetching HTTP resources


◉Significant data exchanged with the internet 
in plaintext

◉Contacted 79 hosts across the globe just to 

stay idle



#sf21vus - Material: https://bit.ly/2X4bwSqSonoff Door Sensor: “Idle” Traffic

◉The door sensor is much quieter

In Depth: File week_idle_sonoff_door_sensor.pcap



#sf21vus - Material: https://bit.ly/2X4bwSqSonoff Door Sensor: “Idle” Internet Traffic

◉TLS with Amazon

TLS traffic with an 
Amazon host in 
Germany

Name dissected 
from the TLS SNI

In Depth: File week_idle_sonoff_door_sensor.pcap



#sf21vus - Material: https://bit.ly/2X4bwSqSonoff Door Sensor: “Idle” LAN Traffic

◉Service traffic with the gateway

- DHCP

- DNS traffic with the gateway 
(misconfiguration?). The gateway 
responds with ICMP port unreachable.

In Depth: File week_idle_sonoff_door_sensor.pcap



#sf21vus - Material: https://bit.ly/2X4bwSqSonoff Smart Plug: “Idle” Traffic

◉Behavior similar to the Sonoff Door Sensor

In Depth: File week_idle_sonoff_smart_plug_28e1.pcap

TLS traffic with an 
Amazon host in 
Germany

SSDP responses 
(EzVIZ discovery)

DHCP



#sf21vus - Material: https://bit.ly/2X4bwSq

◉Quiet, < 2MB

TP-Link Smart Plug: “Idle” Traffic

◉Quiet, < 2MB, mostly Internet

In Depth: File week_idle_tplink_smart_plug_4bc2.pcap



#sf21vus - Material: https://bit.ly/2X4bwSqTP-Link Smart Plug: “Idle” Internet Traffic

◉Quiet, < 2MB

In Depth: File week_idle_tplink_smart_plug_4bc2.pcap

TLS traffic with 
Amazon hosts



#sf21vus - Material: https://bit.ly/2X4bwSq
TP-Link Smart Plug: Geography of Internet Hosts

◉79 Internet hosts across the globe

~90 hosts across the 
globe, mostly NTP

Only 3 Internet 
hosts (all Amazon) if 
NTP is removed



#sf21vus - Material: https://bit.ly/2X4bwSqTP-Link Smart Plug: “Idle” LAN Traffic

◉Quiet, < 2MB

In Depth: File week_idle_tplink_smart_plug_4bc2.pcap

DNS and DHCP 
with the gatweay



#sf21vus - Material: https://bit.ly/2X4bwSqSonoff Door Sensor: Open/Close

◉4 packets on an already-open TLS 
connection with an Amazon host

C
LO

S
E

O
P

E
N



#sf21vus - Material: https://bit.ly/2X4bwSqTp-Link Smart Plug: On/Off TLS

◉On/Off 
involves 
exchanging 
TLS with two 
Amazon 
hosts

◉Exchange is 

initiated 
from Amazon

◉Connections 

already open

O
N

O
FF



#sf21vus - Material: https://bit.ly/2X4bwSqMi Lamp: On/Off TLS

◉On/Off involves a TLS conversation with 
Amazon

◉Similar to what has been seen for the plugs

◉No MDNS, more TLS packets

O
N

O
FF



#sf21vus - Material: https://bit.ly/2X4bwSq
Mi Lamp: Peeking into the .bin File with strings [1/3]

◉Use the utility strings to find plaintext 
inside the .bin file

◉Can look for almost everything, including

○TLS certificates

○ IP addresses

○Domain names

○etc.



#sf21vus - Material: https://bit.ly/2X4bwSq
Mi Lamp: Peeking into the .bin File with strings [2/3]

◉Use strings to look for TLS certificates

Simones-Mac-mini:Downloads simone$ strings 
81f6c20996e3d5a5fbc2997a42bde2af_upd_yeelink.light.lamp4.bin  | egrep -ri 
certificate

(standard input):A?-----BEGIN CERTIFICATE-----

(standard input):-----END CERTIFICATE-----

(standard input):-----END CERTIFICATE-----

(standard input):@-----BEGIN CERTIFICATE-----

(standard input):-----END CERTIFICATE-----

(standard input):-----BEGIN CERTIFICATE-----

(standard input):-----END CERTIFICATE-----

(standard input):[1;%dmRead the Accessory Certificate failed

(standard input):[1;%dmFailed to read MFi Certificate

(standard input):-----BEGIN CERTIFICATE-----

PEM-encoded

TLS certificates



#sf21vus - Material: https://bit.ly/2X4bwSq
Mi Lamp: Peeking into the .bin File with strings [3/3]

◉Use the utility strings to find plaintext 
inside the .bin file

Simones-Mac-mini:Downloads simone$ strings 
81f6c20996e3d5a5fbc2997a42bde2af_upd_yeelink.light.lamp4.bin  | head -n20

ac38ad7

miio_app

09:54:38

Mar 21 2021

ac38ad7

`Fo5%Y6eF

esp_task_wdt_init(CONFIG_ESP_TASK_WDT_TIMEOUT_S, false)

/home/auto_build/ylk_auto_build/build_dir/esp32_mi2x/esp-idf/components/esp32/
cpu_start.c

esp_task_wdt_add(idle_0)

/dev/uart/0

ESP32 SoC microcontroller

initialization functions



#sf21vus - Material: https://bit.ly/2X4bwSq
Sonoff Smart Plug: HTTP Edge-To-Cloud OTA Update

◉The lamp (192.68.2.241) has reached an 
Amazon server (52.57.99.135) in via HTTP

◉Requests and responses use Range: to fetch 

data in chunks of 4096 Bytes



#sf21vus - Material: https://bit.ly/2X4bwSqSonoff Smart Plug: HTTP Range Data

◉Wireshark couldn't 
reassemble chunks 
into a single .bin 
with Wireshark

◉Reassembled with 

bash
$ for fl in `find . -type f -name "user2.1024.new.2.b*" -print0 | xargs -0 ls -thtU | tail 
-r`; do cat $fl >> user2.1024.new.2.bin; done

$ ls -lha user2.1024.new.2.bin

-rw-r--r--  1 simone  staff   433K Aug 12 19:06 user2.1024.new.2.bin

In Depth: File user2.1024.new.2.bin



#sf21vus - Material: https://bit.ly/2X4bwSq
Sonoff Smart Plug: Peeking Into The .bin File

◉Look at the file with binwalk and strings 
to understand its content

○Firmware image with TLS data


◉Can guess the microcontroller
$ binwalk  user2.1024.new.2.bin


DECIMAL       HEXADECIMAL     DESCRIPTION

--------------------------------------------------------------------------------

379382        0x5C9F6         Certificate in DER format (x509 v3), header length: 4, 
sequence length: 708

394624        0x60580         Base64 standard index table

394816        0x60640         SHA256 hash constants, little endian

440123        0x6B73B         PEM RSA private key

441134        0x6BB2E         PEM certificate

$ strings user2.1024.new.2.bin | egrep -ri firm

(standard input):Firmware ONLY supports ESP8266!!!



#sf21vus - Material: https://bit.ly/2X4bwSqSonoff Smart Plug: TLS Data

◉Extracted a TLS root 
certificate

○Expires in 2117


◉The private key luckily seems 
to be a binwalk false positive 
with just garbled data

In Depth: File 5C9F6.crt



#sf21vus - Material: https://bit.ly/2X4bwSq
Sonoff Door Sensor: Edge-To-Cloud OTA Updates

◉Sonoff door sensor updated manually from 
the Mi Home IoS app

◉Same update procedure as done for the 

smart plug



#sf21vus - Material: https://bit.ly/2X4bwSq
Sonoff Door Sensor: Edge-To-Cloud OTA Updates

◉The lamp (192.68.2.190) has reached an 
Amazon server (52.57.99.135) via HTTP

◉Similarities with the Sonoff Smart Plug Update

○Same HTTP server

○URL pattern looks the same (/ota/rom/...)


◉Binary file transferred with single HTTP 
response



#sf21vus - Material: https://bit.ly/2X4bwSq
Sonoff Door Sensor:  Peeking Into The .bin File:

◉Binary file 
extracted with 
Wireshark

○Tiny 165K


◉Incremental 
patch (PTCH?)

◉Used strings 

to look for 
data, including 
certificate 
files

$ binwalk sonoff_door_sensor.user1.1024.new.2.bin


DECIMAL       HEXADECIMAL     DESCRIPTION

--------------------------------------------------------------------
----

115132        0x1C1BC         Unix path: /api/user/device/update

115404        0x1C2CC         PEM certificate

119248        0x1D1D0         Base64 standard index table

$ strings sonoff_door_sensor.user1.1024.new.2.bin | head -n2

PTCH

PTCH

$ strings sonoff_door_sensor.user1.1024.new.2.bin | egrep -ri 
certificate

(standard input):Failed to verify peer certificate! Flags = %d

(standard input):Certificate verified.

(standard input):-----BEGIN CERTIFICATE-----

(standard input):-----END CERTIFICATE-----



#sf21vus - Material: https://bit.ly/2X4bwSq
Sonoff Door Sensor: Peeking Into The .bin File

◉Found a Root certificate

◉Close to its expiration 

date

◉Again, the root of a 

chain of trust has been 
sent over HTTP

In Depth: File sonoff_door_sensor.user1.1024.new.2.bin.certificate_01.pem


