PacketBomb Fundamentals
Rolling Capture How-To

Wireshark 1.x on Mac OS X
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O Thunderbolt Bridge: ... Ethernet enabled 262144 2 n/a

O Wi-Fi: enl Ethernet enabled 262144 2 disabled

O Thunderbolt 1: en2 Ethernet enabled 262144 2 n/a

| Thunderbolt 2: en3 Ethernet enabled 262144 2 n/a
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O 127 oot BSD loopback enabled 262144 2 n/a
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& Use promiscuous mode on all interfaces

Manage Interfaces |

i Capture Filter: | I

Capture Files

File: | /Users/kary/Desktop/rollingcapture [~ Browse... |

M Use multiple files
& Next file every 100 |7
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Wireshark 2.x on Mac OS X

[ ] [ ] M Wireshark - Capture Interfaces
m Output Options
' Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Monitor Mode Capt
» Ethernet: en0 Ethernet enabled
Thunderbolt Bridge: bridge0 __ Ethernet enabled default 2 n/a
awdl0 s Ethernet enabled default 2 n/a
» utunO o BSD loopback enabled default 2 n/a
Wi-Fi: en1 — Ethernet enabled default 2 disabled
Thunderbolt 1: en2 — Ethernet enabled default 2 n/a
Thunderbolt 2: en3 s Ethernet enabled default 2 n/a
» Loopback: lo0 L) BSD loopback enabled default 2 n/a
Enable promiscuous mode on all interfaces WMaQageWIVnte[fgcesi..r.i 3
Capture filter for selected interfaces: ||| |Enter a capture filter ... -] Compile BPFs

Help Close m
®00 M Wireshark - Capture Interfaces

Input W Options

Capture to a permanent file

File: /Users/kary/Desktop/rollingcapture _Browse...

Output format: ) pcap-ng (| pcap

Create a new file automatically after...

100 Z  megabytes B

1 Z | seconds

Use a ring buffer with 10 2 files

Help Close Start

®00 M Wireshark - Capture Interfaces

Input  Output " bb—fi;:h; .

Display Options Name Resolution
Update list of packets in real-time Resolve MAC Addresses
Automatically scroll during live capture Resolve network names
Show extra capture information dialog Resolve transport names

Stop capture automatically after...

1 C| packets

1 s files

1 2| kilobytes <
60| 2| minutes

Help Close Start




Wireshark 1.x on Windows 2012
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Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter Z
Ethernet
fe20:440323 365868b: 1ae1 Ethernet enabled 262144 2 not tcp port 3389
172310133
™
<] m B

[¥] Capture on all interfaces

[V Use promiscuous mode on all interfaces

Manage Interfaces

Igapture Filter:| ‘ not tcp port 3389

B |Compile selected BPFsl

Capture Files

l |ﬁrowse...|

¥ Ring bufferwith |10 (3] files

Stop Capture Automatically After...

File: ]rollingcapturetest
[V] Use multiple files [V] Use pcap-ng format
[V Next file every ‘100 H ‘megabyte(s) E]

B

ety 0
file(s) Vv 60 o minute(s) :l

o]
o]

G|

Display Options
[] Update list of packets in real time
Automatically scroll during live capture

[v] Hide capture info dialog

Name Resolution

[] Resolve network-layer names
[] Resolve transport-layer name

[V] Use external network name resolver
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Wireshark 2.x on Windows 2012

Input QOutput Options

Interface  Traffic Link-layer Header Promiscuous

b Ethernet _m_fwilrans Ethernet enabled

Snaplen (B)
default

Buffer (MB)
2

Capture Filter
not tcp port 3389

[] Enable promiscuous mode on all interfaces

Manage Interfaces...

Capture filter for selected interfaces: [I | not tcp port 3389

- Compile BPFs

Start | | Close | | Help |




PacketBomb Fundamentals

| Input | Output | Options I

Capture to a permanent file

File: |C:IUsersIAdministratorIDesktopIrolIingcapture

| | Browse...

Qutput format: ® pcap-ng O pcap

[V] Create a new file automatically after...

[ | 100 @ megabytes +
O Il EI |seconds '|

[W] Use a ring buffer with files

\ 4

Start: H Close || Help |

Input QOutput Options

Display Options ————— Name Resolution
[] Update list of packets in real-time [V] Resolve MAC Addresses
[] Automatically scroll during live capture [7] resolve network names

[W] Show extra capture information dialog [] Resolve transport names

Stop capture automatically after...
O packets
i —

O S |Kilobytes 4
* v |60 @ |seconds 'I

Start H Close || Help

You'll notice the capture dialogues on Windows and Mac are almost identical. The

options in 1.x and 2.x are also almost identical but spread across multiple tabs. In both
cases, you’ll want to check “Use multiple files.” Set “Next file every” to the size of each
file e.g. 100 MB. Set “Ring buffer with” to an appropriate number of files for the amount

of free disk space.

If you set “Next file every” to 100MB and “Ring buffer with” to 10 files, you’ll use a total

of 1GB of disk space.
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Wireshark also has the option of automatically stopping the capture after a certain
number of packets, bytes, number of files, or time. In this example it is set to stop after
60 minutes.

Notice that in the Windows example, I'm using an example of an exclusive capture filter:

not tcp port 3389. Since I’'m using remote desktop to connect to this server, | do
not want to capture remote desktop traffic.

Dumpcap on Windows

Dumpcap uses less resources than Wireshark and is preferable for long running rolling
captures.

First, find the interface you want to capture on by running dumpcap with -D:

C:\Program Files\Wireshark>dumpcap -D
1. \Device\NPF {5D21FB4F-D9BF-47AC-AD3E-CE2E172F27A0} (Ethernet)

To capture on that interface, use the “-i” option with the number of the interface:
C:\Program Files\Wireshark>dumpcap -n -i 1 -b filesize:100000 -b
files:10 -a duration:3600 -w rollingcapture.pcap

Capturing on 'Ethernet'

File: rollingcapture 00001 20151019045131.pcap

The options used here match the same options used in the Wireshark interface above:
« -b filesize:100000 is 100MB file size

-« -b files:10 is a ring buffer with 10 files

« —a duration:3600 is automatically stopping at 60 minutes (3600 seconds)

This same syntax will work on Windows, Mac, and Linux.

tcpdump Rolling Captures

tcpdump is another good low resource alternative to Wireshark. It has a different set of
options but the same approach.

$ tcpdump -ni eth0O -C 100 -W 10 -w rollingcapture.pcap

e —C 100 is 100MB file size
e -W 10 is aring buffer of 10 files
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This will rotate through 10 files of 100MB each until you stop the capture manually.
tcpdump can also save files based on capture time with the -G sec option, but you
can’t combine both file size and capture time to stop after a time period like you can with
dumpcap.

References:

e dumpcap reference
e tcpdump reference
e dumpcap tutorial
e tcpdump examples



https://www.wireshark.org/docs/man-pages/dumpcap.html
http://www.tcpdump.org/tcpdump_man.html
https://www.youtube.com/watch?v=bKax-kyGH_k
https://clutterbox.de/2010/08/tcpdump-with-rotating-capture-files/

