PacketBomb Fundamentals
Snaplength How-To

With Wireshark 1.x

1. Open the Capture Options

Interface List

" Live list of the capture interfaces
(counts incoming packets)

4 Start

Choose one or more interfaces to capture from, then Start

¢ Ethernet: en0

¢ Thunderbolt Bridge: bridge0
# Wi-Fi: enl

& Thunderbolt 1: en2

#| Thunderbolt 2: en3 .

@ Capture Options
~ Start a capture with detailed options *_
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2. See what the snaplength is set to and double click the interface to change it

X\ Wireshark: Capture Options

[ NON ]
Capture
Capture Interface Link-layer header|Prom. Mode | Snaplen [B]l Buffer [MiB]l Mon. Mode | Capture Filte o
Ethernet: en0
fe80::6a5b: 35ff:feob: 4987 ( m
O 10.0.0.2 Ethernet enabled 262144 2 n/a
2601:646:200:fc9f:6a5b:35...
2601:646:200:fc9f:d45f:73...
O Thunderbolt Bridge: ... Ethernet enabled 262144 2 n/a b
m AL e aent Fehavonas cmabkhilad NCNTAA | Adicahlad Y
« & 3 >

O Capture on all interfaces Manage Interfaces|

Use promiscuous mode on all interfaces

o Capture Filter: || v | Compile selected [',P.R|

Capture Files Display Options

File: | = Browse... O Update list of packets in real time
O Automatically scroll during live capture

0O Use multiple files Use pcap-ng format Hide capture info dialog
H Next file every 1 ~| ~megabyte(s) v l

O Next file every 1 ~| minute(s) v I Name Resolition

O Ring buffer with 2 —| files Resolve MAC addresses

O Resolve network-layer names
O Resolve transport-layer name
Use external network name resolver

Stop Capture Automatically After...

a 1 I: }m('[v;(—r‘;‘
O |1 > file(s)

T Help 4 Start | K Close |

3. Set the snaplength by limiting the number of bytes saved for each packet

O X/ Edit Interface Settings

Capture

Interface: Ethernet: en0

IP address: feg0::6a5b:35ff:fe9b:4987 2
10.0.0.2 @

Link-layer header type: Ethernet v | Buffer SiZCI|2 I:I mebibyte(s)

Capture packets in promiscuous mode
O <’vmr’ packets in monitor moc

M Limit each packet to |100| | ]K
i Capture Filter:| |

@ﬂelpl %Qancel| <JoK |

v | Compile BPF|
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4. Hit OK and verify the snaplength has been updated

X! Wireshark: Capture Opti

[ JoN
Capture

Link-layer header|Prom. Mode | Snaplen [B]| Buffer [MiB]| Mon. Mode | Capture Filte a

Interface

Ethernet: en0
fe80::6a5b: 35ff:fe9b:4987
10.0.0.2 Ethernet enabled

2601:646:200:fc9f:6a5b:35...
2601:646:200:fcof:d45f:73...

Thunderbolt Bridge: ... Ethernet enabled 262144 o
- P g g b 4

mmmllad NCNT1AA B L
9

LV V- - | Felamcomns

O Capture on all interfaces Manage Interfacesl

HiUse promiscuous mode on all interfaces:

il Capture Filter: I ;I Compile selected BPFsl

Display Options

Capture Files

Files I Bﬁrowse...l O Update list of packets in real time
O Automatically scroll during live capture
O Use multiple files & Use pcap-ng format @ Hide capture info dialog
Next file every | E megabyte(s) |' |
O Next file every | E minute(s) |' | Name Resolution
O Ring buffer with | l files © Resolve MAC addresses

Stop Capture Automatically After... O Resolve network-layer names
O Resolve transport-layer name

n Il E packet(s) O Il B megabyte(s) I' H Use external network name resolver
o (1 B filets) | |1 B minutes) |+

H/Help M Start | ¥ Close |
4

With Wireshark 2.x

1. Open the Capture Options

[ NON ] M The Wireshark Network Analyzer

L@!L"@@Q & =

[i |App|y a display filter ... <8/>

=) ~| Expression.. . + SYNs TAF
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2. See what the snaplength is set to for the interface and double click it to change it

[ NoN ) M Wireshark - Capture Interfaces
m Output  Options
Interface Traffic Link-layer Header Promiscuous Snaplen (B 7 er (MB) Monitor Mode Capt

» Ethernet: en0 (o v Gt ) 2
Thunderbolt Bridge: bridge0 _____ Ethernet enabled default 2 n/a
awdlI0 e s SEATYOITION enabled default 2 n/a
» utun0 -~ BSDloopback enabled default 2 n/a
Wi-Fi: en1 mssssssssssssssesss Ethemet enabled default 2 disabled
Thunderbolt 1: en2 _ Ethernet enabled default 2 n/a
Thunderbolt 2: en3 JERPOIPRPNNORIPIIIIONIN . ~ | | enabled default 2 n/a
» Loopback: lo0 Wyl BSD loopback enabled default 2 n/a
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: [ \ Enter a capture filter ... v] Compile BPFs

Help Close ﬁ

[ JON ] M Wireshark - Capture Interfaces

m Output Options

Interface Traffic Link-layer Header Promiscuous Snaplen (B) B) Monitor Mode Capt
Ethernet: en0 AR O A = S

Thunderbolt Bridge: bridge0 Ethernet enabled default 2 n/a
awdI0 Ethernet enabled default 2 n/a
» utun0 BSD loopback enabled default 2 n/a
Wi-Fi: en1 Ethernet enabled default 2 disabled
Thunderbolt 1: en2 Ethernet enabled default 2 n/a
Thunderbolt 2: en3 Ethernet enabled default 2 n/a
» Loopback: o0 Il BSD loopback enabled default 2 n/a
Enable promiscuous mode on all interfaces Mar}ﬁagﬁ Irfl’(’e[fiapgsi.:ﬁ
Capture filter for selected interfaces: ||| |Enter a capture filter ... -] Compile BPFs

Help Close -
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With dumpcap on Windows

Dumpcap uses less resources than Wireshark and is preferable for long running or
large captures.

First, find the interface you want to capture on by running dumpcap with -D:

C:\Program Files\Wireshark>dumpcap -D
1. \Device\NPF {5D21FB4F-D9BF-47AC-AD3E-CE2E172F27A0} (Ethernet)

To capture on that interface, use the —i option with the number of the interface:
C:\Program Files\Wireshark>dumpcap -n -i 1 -s 100 -w
savelOObytes.pcap

Capturing on 'Ethernet'

File: savelOObytes.pcap

This same syntax will work on Windows, Mac, and Linux.

With tcpdump

tcpdump is another good low resource alternative to Wireshark. It also uses the -s
option to set a snaplength.

$ tcpdump -ni eth0 -s 100 -w savelOObytes.pcap

References:

e dumpcap reference
e tcpdump reference
e dumpcap tutorial



https://www.wireshark.org/docs/man-pages/dumpcap.html
http://www.tcpdump.org/tcpdump_man.html
https://www.youtube.com/watch?v=bKax-kyGH_k

