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Wi-Fi Security: Hot Off the Press, Jun 2014 
Cupid ς a variant of OpenSSL Heartbleed bug in the Wi-Fi World 

Sharkfest 2014 

http://arstechnica.com/security/2014/06/meet-cupid-the-heartbleed-attack-spawns-evil-wi-fi-networks/ 



Wireless LAN Security Trivia 

Myth: My wireless LAN is secure as it is attached to the 
corporate LAN protected by a firewall. 

Internet 



Authorized WLAN Security 

Sharkfest 2014 



Background: Stages of 
establishing a WiFi connection 

1. Discovery Client discovers AP, 

requests connection. 

AP asks Client to proves 

its identity. 2. Authentication 

3. Association 
Client binds its identity 

to AP. 

5. (Encrypted) Data Start communication. 

Access Point 

(AP) 
Client 

4. With WPA/WPA2 Higher Level 

Authentication 



Stages of establishing a WEP-
encrypted WiFi connection 

AP Discovery (SSID, signal strength) 

Association 

WEP Shared Key 

Authentication 

Open (No) 

Authentication 

WEP Encrypted Data Communication 

Step 1 

Step 2 

Step 3 

Step 4 
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Stages in establishing a WPA-
encrypted WiFi connection 

AP Discovery (SSID, signal strength) 

Association 

WEP Shared Key 

Authentication 

Open (No) 

Authentication 

WEP Like Encrypted Data Communication 

802.1x (EAP) 

Authentication 
802.1x or PSK 

Dynamic Encryption Key Generation 

Pre-shared Keys 

(PSK) 

Addition of TKIP 

Step 1 

Step 2 

Step 3 

Step 4.1 

Step 5 

Step 4.2 
Session specific 



Pre-Shared Key (PSK) 
authentication & TKIP Encryption 
ÅIn PSK 
ÅMaster keys are pre-configured in Client and AP 

ÅEncryption keys are derived using EAPOL 4-way 
handshake 

ÅAuthentication Server is not needed 
 

ÅTKIP 
ÅBand-aid ƻƴ ǘƻǇ ƻŦ ά²9tέ 

 

 

 



           PSK vulnerability 

ÅIn WPA the master key is used to generate transient 
session keys 

 

ÅWith PSK, all devices are configured with the same 
passphrase (or password) that serves as the master key 

 

ÅLike any other password, the strength of the 
passphrase determines if it can be guessed using a 
dictionary attack 
ÅOnce passphrase is guessed, an attacker can generate 

transient keys to decrypt all traffic 
 

ÅWPA-PSK and WPA2-PSK (also known as WPA-Personal, 
WPA2-Personal) are vulnerable to dictionary attack 



Cloud Service for WiFi Cracking 



Use a password with at least eight characters long 

and mix of alphanumeric and special characters  

If using WPA/WPA2 - PSK 



   While WPA1 was designed as a temporary replacement for WEP until 

WPA2 arrived, it would be incorrect to state that its security level is 

inferior to that of WPA2: Over the years of practical use, no exploitable 

WPA1-specific vulnerabilities have been discovered that are not 

present within WPA2. 

TKIP was considered safe enough 
Åw{! {ŜŎǳǊƛǘȅ ²ƘƛǘŜ tŀǇŜǊΣ ά¢ƘŜ ²ƛǊŜƭŜǎǎ {ŜŎǳǊƛǘȅ {ǳǊǾŜȅ ƻŦ bŜǿ ¸ƻǊƪ /ƛǘȅέΣ 

October 2008 says: 

 

ÈAccording to Payment Card Industry (PCI) Data Security Standard, 
version 1.2, October 2008: 

ñ 

ò 

Upgrade to WPA from WEP suffices to achieve PCI compliance. 



TKIP vulnerability exposed 
for the first time 

 

ÅFor further technical details refer to: 
Å  Tkiptun-ng documentation: http://www.aircrack-ng.org/doku.php?id=tkiptun-ng 

Å AirTight Knowledge Center 

http:// www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html  

 

 

 

Wi-Fi Alliance disallows the use of TKIP in high speed networks 
(e.g., 802.11n, 802.11ac) 

Erik Tews and Martin Beck Demonstrated at PacSec, Japan, Nov 2008 
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Stages in establishing a WPA2 
(802.11i) encrypted WiFi connection 

AP Discovery (SSID, signal strength) 

Association 

WEP Shared Key 

Authentication 

Open (No) 

Authentication 

CCMP Encrypted Data Communication 

802.1x (EAP) 

Authentication 
802.1x or PSK 

Dynamic Encryption Key Generation 

Pre-shared Keys 

(PSK) 

CCMP (Change in h/w 

encryption engine) 

Step 1 

Step 2 

Step 3 

Step 4.1 

Step 5 

Step 4.2 
Session specific 



Wireless Client Access Point
Authentication 

Server   

Open Authentication  

Association  

EAP Identity Request  

Open Controlled 
Port  allowing only 
EAP messages to 
pass through. 

EAP Success  

Encrypted Data Exchange  

EAPOL Logoff  

EAP Identity  Response  RELAY 

Authentication Method Handshake  Identity Proof and 
Master Key Generation  

Generate 
Master 
Key  

Generate 
Master 
Key  

Accept/Provide Master Key  

Generate 
Transient 
Keys  

EAPOL 4-Way Handshake  Generate 
Transient 
Keys  

Open Uncontrolled 
Port  allowing data to 
pass through. 

Wireless Link  Wired LAN  



EAP Identity Request  

Server Challenge  

Response to Server Challenge / Client Challenge  
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Success / Response to Client Challenge  

. / Success  

EAP Identity Response (userid@realm)  

Wireless Client Access Point
Authentication 

Server   

Open Authentication, Association, EAP Identity Request  

Wireless Link  Wired LAN  

TLS Client Key Exchange (Encryption key Encrypted with public certificate)  

EAP Identity  Response (anonymous@realm)  

RELAY 
TLS Client Hello (Rand1)  

TLS Server Hello (Rand2, server public certificate)  
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EAP Success  Accept/Provide Master Key  

EAPOL 4-Way Handshake  



802.1x example: Protected Extensible 
Authentication Protocol (PEAP) 

ÅPEAP is a popular authentication method supported over 802.1x 
ÅSupported in Windows XP, Windows Vista, Linux 

 

ÅPEAP operates in 2 phases 
ÅPhase 1: Client authenticates the Authentication Server using TLS server 

certificate; builds an encrypted tunnel between Client and Authentication 
server 

 

ÅPhase 2: Another authentication method such as MSCHAPv2 (a two-way 
challenge and response password based authentication method) can be 
executed within this tunnel 

 

ÅWord of caution: PEAP is not full-proof; depends on the configuration 

More details: https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP_Shmoocon2008_Wright_Antoniewicz.pdf  

https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP_Shmoocon2008_Wright_Antoniewicz.pdf
https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP_Shmoocon2008_Wright_Antoniewicz.pdf
https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP_Shmoocon2008_Wright_Antoniewicz.pdf


Summary: wireless authentication 
and encryption 
ÅWEP is fundamentally broken and it cannot be fixed 
ÅA variety of vulnerabilities and freely available attack tools 

 

ÅPSK (WPA/WPA2) is vulnerable to dictionary attacks 
ÅNot for enterprise class security 
ÅUse strong passphrase 

 

ÅTKIP vulnerable 
ÅNot a key cracking exploit 
ÅCan be used (in conjunction with QoS) to inject packets 

 

ÅWPA2 with AES encryption and 802.1x authentication 
provides best known security (with proper 
configuration of course!) 



So, Is WPA2/802.11i Sufficient for 
Overall enterprise WLAN security? 

Sharkfest 2014 



Video 



Threats Due To Unauthorized Wi-Fi 
Communication 

Sharkfest 2014 



Enterprise Security Perimeter Bypass:      

Five Common Scenarios 


