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WI-FI Securitytiot off the Press, Jun 2014
Cupidcg a variant ofOpenSSHeartbleedoug in the WA World

http://arstechnica.com/security/2014/06/meet-cupid-the-heartbleed-attack-spawns-evil-wi-fi-networks/

A eap_heartbleed_clientpcapng [Wireshark 1.10.7 (v1.10.7-0-g6b931a1 from master-1.10}] - B n
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
2 X GesaTFL/EE QB WER X H

CICH

Filter: ssl || eap v | EXpression.. Clear Save
No. Time Source Destination  Protocol Length Info
5337 50.942009000 Intelcor_el senaoInt_4d:EaP 54 Request, Identity
5339 50. 944264000 senaoInt_4d IntelCor_el:EAP 66 Response, Identity
P 5341 50.947152000 Intelcor_el senaoInt_4d:EAP 55 Request, Protected EaP (EAP-PEAP)
5342 50, 947174000 senaoInt_4d IntelCor_el:TLSvl 293 client Hello, Heartbeat Reguest
5344 50. 961611000 IntelCor_el SenaoInt_4d:TLSv1 1452 server Hello, Certificate, Server Hello Done, Encrypted Heartbeat, Encrypted Heartbeat, Encrypted Heartbeat, E
5345 50. 961651000 SenaoInt_4d IntelCor_el:EAP 60 Response, Protected EAF (EAP-PEAF)
5347 50.975154000 IntelCor_el SenaoInt_4d:TLSvl 1452 server Hello, Certificate, Server Hello Done, Encrypted Meartbeat, Encrypted HWeartbeat, Encrypted Heartbeat, E
- 5355 50. 985449000 SenaoInt_4d IntelCor_el:EAP 60 Response, Protected EAP (EAP-PEAF)
5357 50.998587000 IntelCor_el SenaoInt_4d:TLSv1 1452 server Hello, Certificate, Server Hello Done, Encrypted Heartbeat, Encrypted Heartbeat, Encrypted Heartbeat, E
% . " 5359 51. 000209000 SenaoInt_4d IntelCor_el:EAP 60 Response, Protected EAP (EAP-PEAP)
Meet Cllpld, the 5361 51.014874000 IntelCor_el SenaoInt_d4d:TLSvL 1452 server Hello, Certificate, Server Hello Done, Encrypted Heartbeat, Encrypted Heartbeat, Encrypted Heartbeat, E
X 5363 51.015472000 SenaoInt_4d IntelCor_el:EAP 60 Response, Protected EAP (EAP-PEAP)
Heal‘tbleed attack 5365 51.029286000 IntelCor_el SenaoInt_4d:TLSv1 1452 Server Hello, Certificate, Server Hello Done, Encrypted Heartbeat, Encrypted Heartbeat, Encrypted Heartbeat, E
5368 51.030370000 Senaolnt_d4d IntelCor_el:EAP 60 Response, Protected EAP (EAP-PEAP)
that SpaWIlS »evil'! 5370 51.044075000 Intelcor_el SenaoInt_dd:TLSvl 1452 server Hello, Certificate, server Hello Done, Encrypted Heartbeat, Encrypted Heartbeat, Encrypted Heartbeat, E
5378 51.047834000 SenaoInt 4d Intelcor el:EaP 60 Response. Protected EAP (EAP-PEAP)

Wi-Fi networks ’

Code: Response (2)
Id: 35
Length: 239
Type: Protected EAP (EAP-PEAP) (25)
EAP-TLS Flags: Ox81
EAP-TLS Length: 229
Secure Sockets Layer
4 TLSV1 Record Layer: Handshake Protocol: Client Hello
= TLSvl Record Layer: Heartheat Request
content Type: Heartheat (24)
version: TLS 1.0 (0Ox0301)
Length: 3
= Heartheat Message
Type: Request (1)
Payload Length: 65000

00e0 00 Oa 00 34 00 32 00 Oe 00 Od 00 19 00 Ob 00 Oc
00f0 00 18 00 09 00 Oa 00 16 00 17 00 08 00 06 00 07
0100 00 14 00 15 00 04 00 05 00 12 00 13 00 01 00 02
0110 00 03 00 Of 00 10 00 11 00 OFf 00 01 01 18 03 01
0120 00 03 01 [EEEE

© [*7 | Payload Length (sslheartbeat_mes... | Packets: 6310 - Displayed: 107 (1.7%) - Load time: 0:01.450 Profile: Default

Sharkfest 2014



Wireless LAN Security Trivia

Myth: My wireless LAN is secure as it is attached to the
corporate LAN protected by a firewall.

N\







Background: Stages
establishing &ViFiconnection

| .
. Vo Access Point
Client ‘% S (AP)

Client discovers AP,
requests connection.

AP asks Client to proves
its identity. 2. Authentication

<

Client binds its identity

t0 AP. 3. Association

Higher Level 4. With WPA/WPA2
Authentication

Start communication. 5. (Encrypted) Data
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Stages of establishing a WEP
encryptedWiFiconnection

Open (No)
Authentication







Stages In establishing a WPA
encrypted WIiFI connection

Step 5 “— Addition of TKIP

802.1x (EAP) Pre-shared Keys |« 802.1x or PSK
Authentication (PSK)

Step 4.1

Step 4.2 C Dynamic Encryption Key Generation +— Session specific

WEP Shared Key
Authentication




PreShared Key (PSK)
authentication & TKIP Encryption

Aln PSK
AMaster keys are preonfigured in Client and AP

AEncryption keys are derived using EAP@lay

handshake
A Authentication Server is not needed

ATKIP
ABandaid2y (U2LJ 2F a2 9t €



5 PSK vulnerability

Aln WPA the master key is used to generate transient
session keys

AWith PSK, all devices are configured with the same
passphrase (or password) that serves as the master key

ALike any other password, the strength of the
passphrase determines if it can be guessed using a
dictionary attack

A Once passphrase is guessed, an attacker can generate
transient keys to decrypt all traffic

AWPAPSK and WPARSK (also known as WPArsonal,
WPAZ2Personal) are vulnerable to dictionary attack



Cloud Service for WiFI Crackina

p Online WPA cracker with stats - besside-ng companion

Upload your WPA handshak e and your network wil be cracked for you automatically. Contribute to TWPA secuty reszarch - the more handshalkes you upload, the more stas, and the more wel understend how
feasible WPA cracking 1 n practice (cureently 3% are crackable based on 49877 networks).

An online pass
network audito
wireless netwa
encryption.

Upload WPA handshake capture

Browse... | Upload

To obtain the WWPA handshake use besside-ng (from arerack-ng's SVN), a toolthat will automatically own all the WPA networks  finds. [fyou have Intermet connectivty while running besside-ng, use the -
wpe.datkircop.org option to upload wpe.cap automaticaly.

Start Crack

WPA cracking in practice (iive stats)

Based on 49877 networks and a 46M word dictionary:

+ What's the success rate when cracking WPA? 3% (262414987
TWPA cracking works by trying words from a dictionary unti th password 1 found. So the question ts equivalent to "how many people use dictionary words - ke hello, world - 2 thetr WPA password”

v Is alarge dictionary necessary? You'l crack $2% more networks from the crackable ones.
A laree dictionary has more chances of containing the network's password. But, 1t may be that people ether choose very simple passtvords (50 a small dietiomary will suffce) or  very complcated password
(practically uncrackable) iving large dictionries diminishing retums

Handshake + Do rambor tables help? 2% of the erackable networks will e cracked faster.

Ranbow tables speed up WPA cracking. but only when crackng networks who's name ts preset n a predefined list of 1000 SSIDs. And, the passphrase sill needs to be i the dictionary.
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If using WPA/WPAZ2 - PSK

Use a password with at least eight characters long
and mix of alphanumeric and special characters



TKIP was considered safe enough

Aw{! {SOdzNAGeé& 2KAGS tILISNE a¢KS 2ANBfS
October 2008 says:

~S
hile WPA1 was designed as a temporary replacement for WEP until

WPAZ2 arrived, it would be incorrect to state that its security level is
inferior to that of WPA2: Over the years of practical use, no exploitable
WPA1-specific vulnerabilities have been discovered that are not
present within WPA2. b

£ According to Payment Card Industry (PCIl) Data Security Standard,
version 1.2, October 2008:

Upgrade to WPA from WEP suffices to achieve PCI compliance.



. TKIP vulnerability exposed
> for the first time

Erik Tews and Martin Beck Demonstrated at PacSec, Japan, Nov 2008

A For further technical details refer to:
A Tkiptunng documentation:http://www.aircrack-ng.org/doku.php?id=tkiptumg
A AirTight Knowledge Center
http:// www.airtightnetworks.com/home/resources/knowledegenter/wpawpaz-tkip-attack.htmi

Wi-Fi Alliance disallows the use of TKIP in high speed network
(e.g., 802.11n, 802.11ac)


http://www.aircrack-ng.org/doku.php?id=tkiptun-ng
http://www.aircrack-ng.org/doku.php?id=tkiptun-ng
http://www.aircrack-ng.org/doku.php?id=tkiptun-ng
http://www.aircrack-ng.org/doku.php?id=tkiptun-ng
http://www.aircrack-ng.org/doku.php?id=tkiptun-ng
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
http://www.airtightnetworks.com/home/resources/knowledge-center/wpa-wpa2-tkip-attack.html
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Stages In establishing a WPA?2
(802.111) encryptedlViFiconnection

CCMP (Change in h/w

CCMP Encrypted Data Communication [, . :
encryption engine)

Dynamic Encryption Key Generation +<— Session specific

< 802.1x (EAP) Pre-shared Keys | . 802.1x or PSK
SEpkS <’ Authentication (PSK)
Association
< Open (No) WEP Shared Key
<, Authentication Authentication
AP Discovery (SSID, signal strength)
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Wireless Link 3\ Wired LAN
PN < > . / << >
\/

. Authentication
Wireless Client Access Point

Server

Open Authentication

_ Open Controlled

Port allowing only

Association
ﬁ EAP messages to

: : ass through.
EAP Identity Request — LP g
EAP Identity Response EELAY
Generate g — L
Master : L. . Master
Key :Authentication Method Handshake Identity Proof and

. Ke
Master Key Generation : l f
| EAP Success Accept/Provide Master Key

EAPOL 4-Way Handshake
s Generate

ﬁ Transient
Encrypted Data Exchange

8

Open Uncontrolled
Port allowing data to
pass through.

EAPOL Logoff

—
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@\ Wireless Link % Wired LAN
< > < >
N d
Authentication

Wireless Client Access Point Server

Oqen Authentication, Association, EAP Identity Hequest

EAP Identity Responie( nonymous@realm) l

RELAY
TLS Client Hello (Randl)
TLS Server Hello (Rand2, serveq public certificate)

TLS Client Key Exchange (Encryption keyJEncrypted with public certificate)

EAP ldentity Request

EAP Identiz Resaonse userid@realmz l

Server Challenge

Reseonse to ServerlChaI nge / Client Challenge l
l Success / Response to Iiint Challenge
i S'cces l
EAP Success Accept/Provide Master Key

' EAPOL 4—Wa¥ Handshake '




802.1x example: Protected Extensible
Authentication Protocol (PEAP)

A PEAP is a popular authentication method supported over 802.1x
A Supported in Windows XP, Windows Vista, Linux

A PEAP operates in 2 phases

A Phase 1: Client authenticates the Authentication Server using TLS server
certificate; builds an encrypted tunnel between Client and Authentication
server

A Phase 2: Another authentication method such as MSCHAPV2 {aawo
challenge and response password based authentication method) can be
executed within this tunnel

A Word of caution: PEAP is not fplioof; depends on the configuration

More details: https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP Shmoocon2008 Wright Antoniewicz.pdf



https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP_Shmoocon2008_Wright_Antoniewicz.pdf
https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP_Shmoocon2008_Wright_Antoniewicz.pdf
https://wiki.bc.net/atl-conf/download/attachments/12615756/PEAP_Shmoocon2008_Wright_Antoniewicz.pdf

Summary: wireless authentication
and encryption

AWEP is fundamentally broken and it cannot be fixed
A A variety of vulnerabilities and freely available attack tools

APSK (WPA/WPA2) is vulnerable to dictionary attacks
A Not for enterprise class security
A Usestrong passphrase

ATKIP vulnerable

A Not a key cracking exploit
A Can be used (in conjunction wi@o9 to inject packets

AWPA?2 with AES encryption and 802.1x authentication
provides besknown securitywith proper
configuration of coursg!



So, Is WPA2/802.111 Sufficient for
Overall enterprise WLAN security”






Threats Due To Unauthorized-#/I
Communication






