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ÅPhillip D. Shade is the founder ƻŦ aŜǊƭƛƻƴΩǎ YŜŜǇ /ƻƴǎǳƭǘƛƴƎΣ ŀ 
professional services company specializing in Network and 
Forensics Analysis  

 

Å Internationally recognized Network Security and Forensics 
expert, with over 30 years of experience 

 

ÅMember of FBI InfraGard, Computer Security Institute, the IEEE 
and Volunteer at the Cyber Warfare Forum Initiative  

 

ÅNumerous certifications including CNX-Ethernet (Certified 
Network Expert), Cisco CCNA, CWNA (Certified Wireless Network 
Administrator), WildPackets PasTech and WNAX (WildPackets 
Certified Network Forensics Analysis Expert) 

 

ÅCertified instructor for a number of advanced Network Training 
academies including Wireshark University, Global Knowledge, 
Sniffer University, and Planet-3 Wireless Academy.  
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Competing In-Band Signaling Standards 

ÅSeveral different standards are currently competing for dominance in 
the VoIP field: 
ÅH.323 - Developed by the International Telecommunications Union (ITU) 

and the Internet Engineering Task Force (IETF)  
 
ÅMGCP / Megaco/ H.248 - Developed by CISCO as an alternative to H.323 

 
ÅSIP - Developed by 3Com as an alternative to H.323 

 
ÅSCCP ς Cisco Skinny Client Control Protocol ς used to communicate 

between a H.323 Proxy (performing H.225 & H.245 signaling) and a 
Skinny Client (VoIP phone) 

 
ÅUNISTEM ς Proprietary Nortel protocol, developed by as an 

alternative to H.323 

 



VoIP Protocols Overview (Data) 

ÅRTP - Real Time Protocol 
ÅDefined by the IETF / RFC 1889 
ÅProvides end-to-end transport functions for applications transmitting real-time 

data over Multicast or Unicast network services (Audio, video or simulation 
data) 

 

ÅRTCP - Real Time Control Protocol 
ÅDefined by the IETF 
Å{ǳǇǇƭŜƳŜƴǘǎ w¢tΩǎ Řŀǘŀ ǘǊŀƴǎǇƻǊǘ ǘƻ ŀƭƭƻǿ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ǘƘŜ Řŀǘŀ ŘŜƭƛǾŜǊȅ ƛƴ ŀ 

manner scalable to large Multicast networks to provides minimal control and 
identification functionality 
 

ÅRTSP - Real Time Streaming Protocol 
ÅDefined by the IETF / RFC 2326 

ÅEnables the controlled delivery of real-time data, such as audio and video; 
designed to work with established protocols, such as RTP and HTTP 

 



Codecs (Audio / Video Conversion) 

ÅCODEC = Compressor / Decompressor or Coder / Decoder or Reader - 
Provides conversion between Audio/Video signals and data streams at 
various rates and delays 

 

ÅDesignations conform to the relevant ITU standard 
ÅAudio Codecs (G.7xx series) 

ÅG.711a / u - PCM Audio 56 and 64 Kbps (Most common business use) 

ÅG.722 - 7 Khz Audio at 48, 56 and 64 Kbps 

ÅG.723.1 / 2- ACELP Speech at 5.3 Kbps / MPMLQ at 6.3 Kbps  

ÅG.726 - ADPCM Speech at 16, 24, 32 and 40 Kbps 

ÅG.727 - E-ADPCM Speech at 16, 24, 32 and 40 Kbps 

ÅG.728 - LD-CELP Speech at 16 Kbps 

ÅG.729 - CS-ACELP Speech at 8 and 13 Kbps (Very common for home use) 

ÅVideo Codecs (H.2xx series) 
ÅH.261 - Video >= 64 Kbps 

ÅH.263 / H.264 -  Video <= 64 Kbps 

Analog in           Digital conversion via Codec             Analog out 



Å MOS and R value include Packetiaztion delay + Jitter buffer delay 

Å Common bandwidth ï real bandwidth consumption: 

  # Payload = 20 bytes/p (40 bytes/s) 

  # Overhead includes 40 bytes of RTP header (20 IP + 8 UDP + 12 RTP) 

Sample VoIP Codec Comparison 



H.323 - Packet-based Multimedia 
Communications Systems 
ÅAn umbrella standard defined by the International Telecommunications 

Union (ITU) and the Internet Engineering Task Force (IETF)  

ÅDefines ŀ ǎŜǘ ƻŦ Ŏŀƭƭ ŎƻƴǘǊƻƭǎΣ ŎƘŀƴƴŜƭ ǎŜǘ ǳǇ ŀƴŘ /ƻŘŜŎΩǎ ŦƻǊ ƳǳƭǘƛƳŜŘƛŀΣ 
packet-based communications systems using IP-based networks 

H.450.1 Supplemental, generic protocol for use  

under H.323 

H.225 Call Signaling / RAS 

H.245 Control messages for the H.323 Terminal 

(RTP / RTCP) 

H.235 Security Enhancements 

Q.931 Call setup and termination 

G.711, G.723.1 G.728 Audio Codec's 

H.261, H.263, H.264 Video Codecôs 



VoIP Standard (SIP) 
ÅDefined in RFC 2543 and RFC 3261 and by the ITU  

ÅPioneered by 3Com to address weaknesses in H.323 

 
ÅApplication layer signaling protocol supporting real time calls and 

conferences (often involving multiple users) over IP networks 
ÅRun over UDP / TCP Port 5060 (default) 
ÅCan replace or complement MGCP 

ÅSIP provides Session Control and the ability to discover remote users 
ÅSDP provides information about the call  
ÅMGCP/SGCP Provides Device Control 
ÅASCII text based 
ÅProvides a simplified set of response codes 

 
ÅIntegrated into many Internet-based technologies such as web, email, 

and directory services such as LDAP and DNS 
ÅExtensively used across WANs 



MGCP / Megaco VoIP Standards 

ÅDefined by RFC 2705 / 3015 and the ITU in conjunction 
with the H.248 standard 
ÅPioneered by CISCO to address weaknesses in H.323 

 
ÅUsed between elements of distributed Gateways 

(defined later) as opposed to the older, single all-
inclusive Gateway device 
ÅExtensively used in the LAN environment 

 
ÅUtilizes Media Gateway Control Protocol (MGCP) to 

control these distributed elements 
ÅhŦǘŜƴ ŎƻƴǎƛŘŜǊŜŘ ŀ άaŀǎǘŜǊκ{ƭŀǾŜέ ǇǊƻǘƻŎƻƭ   

 



Quality Of Service (QoS) - Overview 

ÅProvides a guarantee of bandwidth and availability for 
requesting applications 
ÅUsed to overcome the hostile IP network environment and provide 

an acceptable Quality of Service 

ÅDelay, Jitter, Echo, Congestion, Packet loss and Out of Sequence 
packets  

 
ÅMean Opinion Score (MoS) / R-Factor is sometimes used to determine the 

requirements for QoS. 

 

ÅUtilized in the VoIP environment in one of several methods:  

ÅResource Reservation Protocol (RSVP) defined by IETF 

ÅIP Differentiated Services 

ÅIEEE 802.1p and IEEE 802.1q 



VoIP Lab 1 ς Evaluating QoS 

 


