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BGP is not only a 
TCP session

Learning about the 
protocol that holds 
networks together

https://goo.gl/mh3ex4
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Agenda

• History and RFCs
• Direction for further research
• BGP Notifications
• Authentication and Security
• 2 versus 4 Bytes
• Communities
• BGP-LS
• BGP Additional Path
• BGP EVPN
• BGP Graceful Restart
• Funny things with BGP
• Wrap-up
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About me

• From Germany
• More than a decade Dual-CCIE (R/S, Security)
• Sniffer Certified Master
• Wireshark Certified Network Analyst
• Dual VMware Certified Professional (VCP-DCV, VCP-NX)
• IPv6 Forum Certified Engineer (Gold)
• Round about 20 years in the networking area like Wireshark/Ethereal
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History of BGP
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BGP (Border Gateway Protocol)

• BGP is a standardized EGP designed to exchange routing and 
reachability information between autonomous systems (ASs)

• “Is less chatty than its link-state siblings”

• “Does not require routing state to be periodically refreshed, unlike 
OSPF or IS-IS”

• Many stable vendor implementations

• BGP is a multi-protocol routing engine, capable of announcing 
different prefixes (e.g. IPv4 and IPv6 and others)
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BGP, Security and Crypto 
Currency
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Former versions of BGP – hint in 
RFC 1771
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BGP-4 – Basic RFCs

• RFC 1771 - A Border Gateway Protocol 4 (BGP-4)
• RFC 1863 - A BGP/IDRP Route Server alternative to a full mesh 

routing
• RFC 1997 - BGP Communities Attribute
• RFC 2385 - Protection of BGP Sessions via the TCP MD5 

Signature Option
• RFC 2545 - Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-

Domain Routing
• RFC 4271 - A Border Gateway Protocol 4 (BGP-4)
• RFC 4760 - Multiprotocol Extensions for BGP-4
• RFC 5492 - Capabilities Advertisement with BGP-4
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BGP-4 – Advanced RFCs

• First - too much for 90 minutes! I personally need more than 90000 
minutes to read and follow them all ;-)

• …
• RFC 4360 - Route Target extended community
• RFC 4364 - BGP/MPLS IP Virtual Private Networks (VPNs)
• RFC 4384 - BGP Communities for Data Collection
• RFC 4724 - Graceful Restart Mechanism for BGP
• RFC 4761 - Virtual Private LAN Service (VPLS) Using BGP for Auto-

Discovery and Signaling
• RFC 5512 - The BGP Encapsulation Subsequent Address Family 

Identifier (SAFI) and the BGP Tunnel Encapsulation Attribute
• …
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BGP-4 – Advanced RFCs

• …
• RFC 5549 - Advertising IPv4 Network Layer Reachability Information
• with an IPv6 Next Hop
• RFC 5575 - Dissemination of Flow Specification Rules
• RFC 5668 - 4-Octet AS Specific BGP Extended Community
• RFC 5701 - IPv6 Address Specific BGP Extended Community 

Attribute
• RFC 5925 - The TCP Authentication Option
• RFC 6514 - BGP Encodings and Procedures for Multicast in 

MPLS/BGP IP VPNs
• …
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BGP-4 – Advanced RFCs

• …
• RFC 6515 - IPv4 and IPv6 Infrastructure Addresses in BGP Updates 

for Multicast VPN
• RFC 6793 - BGP Support for Four-Octet Autonomous System (AS) 

Number Space
• RFC 6811 - BGP Prefix Origin Validation
• RFC 6996 - Autonomous System (AS) Reservation for Private Use 
• RFC 7153 - IANA Registries for BGP Extended Communities
• RFC 7300 - Reservation of Last Autonomous System (AS) Numbers
• RFC 7311 - The Accumulated IGP Metric Attribute for BGP
• RFC 7313 - Enhanced Route Refresh Capability for BGP-4 
• …
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BGP-4 – Advanced RFCs

• …
• RFC 7432 - BGP MPLS-Based Ethernet VPN
• RFC 7454 - BGP Operations and Security
• RFC 7543 - Covering Prefixes Outbound Route Filter for BGP-4
• RFC 7606 - Revised Error Handling for BGP UPDATE Messages
• RFC 7674 - Clarification of the Flowspec Redirect Extended 

Community
• RFC 7752 - North-Bound Distribution of Link-State and Traffic 

Engineering (TE) Information Using BGP
• RFC 7900 - Extranet Multicast in BGP/IP MPLS VPNs
• RFC 7911 - Advertisement of Multiple Paths in BGP
• …
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BGP-4 – Advanced RFCs

• RFC 7938 - Use of BGP for Routing in Large-Scale Data Centers
• RFC 7999 - BLACKHOLE Community
• RFC 8092 - BGP Large Communities Attribute
• RFC 8097 - BGP Prefix Origin Validation State Extended Community
• RFC 8214 - Virtual Private Wire Service Support in Ethernet VPN
• RFC 8277 - Using BGP to Bind MPLS Labels to Address Prefixes
• RFC 8317 - Ethernet-Tree (E-Tree) Support in Ethernet VPN (EVPN) 

and Provider Backbone Bridging EVPN (PBB-EVPN)
• RFC 8326 - Graceful BGP Session Shutdown
• RFC 8365 - A Network Virtualization Overlay Solution Using Ethernet 

VPN (EVPN)
• RFC 8388 - Usage and Applicability of BGP MPLS-Based Ethernet 

VPN
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bugs.wireshark.org

Searching for bugs – or for sample capture files 
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Wireshark Preferences

For BGP there are not so much options – really – you think so?

This AS number length topic will be also presented – stay tuned!
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Field Name copy for DFE

• Copy the Field Name for DFE (Display Filter Expression)
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RFC 6996 - Autonomous System 
(AS) Reservation for Private Use

• https://www.iana.org/assignments/as-numbers/as-numbers.xhtml

https://www.iana.org/assignments/as-numbers/as-numbers.xhtml
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BGP Errors via Notification - DFE
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BGP NOTIFICATIONs

Different Types of NOTIFICATIONs

 DFE bgp.notify.major_error

bgp.notify.minor_error
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BGP NOTIFICATION with Data

NOTIFICATION

 RFC 4271



#sf18us  •  Computer History Museum, Mountain View, CA  •  June 25-28

BGP NOTIFICATION with add-on

NOTIFICATION

henetv6-bgp-tunnel-packetcapture.cap
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TCP MD5 Authentication
[RFC 2385]

BGP use the TCP option
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Mixing MD5 and TCP-AO

Draft was found for that 
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TCP-AO
[RFC 5925]

BGP use the TCP option
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Routing Infrastructure Securing



#sf18us  •  Computer History Museum, Mountain View, CA  •  June 25-28

Four-Octet Autonomous System 
(AS) Number Space [RFC 6793]

• The Autonomous System number is encoded as a two-octet entity in 
the base BGP specification

• Exhaustion of the two-octet AS numbers
• „BGP carries the AS numbers in the "My Autonomous System" field 

of the OPEN message, in the AS_PATH attribute of the UPDATE 
message, and in the AGGREGATOR attribute of the UPDATE 
message.  BGP also carries the AS numbers in the BGP Communities 
attribute.”

• Be aware of AS number 23456 (also called AS_TRANS)!
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HINT:
CTRL-C the Predefined 
Values for your notes

Four-Octet Autonomous System 
(AS) Number Space / DFE

• DFE is (your|one|my) 
way to learn or extend
(our|one|many|my) 
protocol knowledge
with Wireshark

• RFC reading is another
way ;-)
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Four-Octet Autonomous System 
(AS) Number Space [RFC 6793]
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Four-Octet Autonomous System 
(AS) Number Space [RFC 6793]

• AS4_PATH and AS4_AGGREGATOR
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bugs.wireshark.org
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Two/Four-Octet Interaction 
between BGP speakers

• AS_TRANS – AS 23456

• This AS number is also 
placed in the "My 
Autonomous System" 
field of the OPEN 
message originated by a 
NEW BGP speaker, if 
the speaker does not 
have a (globally unique) 
2-octet AS number.

bgp-capability-4-octet-as-number.pcap
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Communities and extended ones

• Dissector reading
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Communities and extended ones

• IANA 
assignments
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Communities and extended ones

• Extended Communities

https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12631
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12631
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Large BGP Communities
[RFC 8092]
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BGP Load Balance

https://github.com/Juniper
/contrail-
controller/blob/master/src/
bgp/extended-
community/load_balance.h
#L24
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0xFFFF029A

• BGP blackhole filtering is a routing technique used to drop unwanted 
traffic

• Which value is this – 0x29A  666 !!! 
• Reading the RFCs again and use your favorite search engine

 65535:666 = 0xFFFF029A is from the well--known BGP community 
space
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BGP protocol with Link-State 
Distribution

• Link-State (IGP – OSPFv2/v3 or ISIS) Distribution Using BGP

• Use case are SDNs, where the network can be programmatically 
controlled by a centralized controller

• BGP-LS becomes important when LSP paths cross multiple routing 
domains or when IGP routing information is required by external 
entities such as ALTO or PCE servers for optimized path 
computation

• https://wiki.onosproject.org/display/ONOS/BGP+protocol+with+Lin
k-State+Distribution

https://wiki.onosproject.org/display/ONOS/BGP+protocol+with+Link-State+Distribution
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BGP Link-State extensions for 
Segment Routing

• BGP Link-State (BGP-LS) is an Address Family Identifier (AFI) and 
Sub-address Family Identifier (SAFI) defined to carry interior 
gateway Protocol (IGP) link-state database through BGP

• In order to address the need for applications that require 
topological visibility across IGP areas, or even across Autonomous 
Systems (AS), the BGP-LS address-family/sub-address-family have 
been defined to allow BGP to carry Link-State information.  The BGP 
Network Layer Reachability Information (NLRI) encoding format for 
BGP-LS and a new BGP Path Attribute called the BGP-LS attribute 
are defined in [RFC 7752]
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BGP Link-State in packet-bgp.c
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BGP Link-State
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BGP Link-State NLRI
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BGP-LS Path Attributes

• The BGP-LS attribute is an optional, non-transitive BGP attribute 
that is used to carry link, node, and prefix parameters and 
attributes

• These Path attributes are categorized into two categories:
• Node Attributes with TLVs
• Link Attributes with TLVs
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BGP Link-State in 
bugs.wireshark.org

• https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=13841

• https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12060

https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=13841
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12060
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BGP Additional Path

BGP Additional Path | line 1017 | packet-bgp.c
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BGP Additional Path

Optional Parameter
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BGP Errors

BGP session flaps with add path enabled

final.pcap

https://jira.opendaylight.org/secure/attachment/13230/final.pcap

https://jira.opendaylight.org/secure/attachment/13230/final.pcap
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BGP and EVPN

• BGP EVPN (Ethernet Virtual Private Network) relies on basic BGP and 
MP-BGP extensions

• The extensions can carry reachability information (NLRI) for multiple 
protocols (escpecially EVPN)

• EVPN is a technology that is used to extend Ethernet circuits across 
Data Center, Data Center Interconnect (DCI) and Service Provider 
networks

• Treat MAC addresses and distribute them via BGP
• It is expected to succeed other L2VPN transport methods such as 

BGP-based L2VPN [RFC 6624]
• EVPN is technically just another address family in Multi Protocol (MP) 

BGP [RFC 7432] - MAC Mobility extended community is defined there 
;-)



#sf18us  •  Computer History Museum, Mountain View, CA  •  June 25-28

EVPN and RFC 7432

• EVPN address family carries both Layer 2 and Layer 3 reachability 
information. This provides integrated bridging and routing in overlay 
networks

• RFC 7432 defines different route types:

• 0 Reserved
• 1 Ethernet Auto-discovery
• 2 MAC/IP Advertisement
• 3 Inclusive Multicast Ethernet Tag
• 4 Ethernet Segment
• ...

• Enables traffic load balancing for multihomed CEs with ECMP MAC 
routes
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BGP and EVPN

Source: https://cumulusnetworks.com/

https://cumulusnetworks.com/
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BGP, EVPN, VXLAN and 
Multihoming

ES Ethernet segment
ESI Ethernet segment identifier
MHD Multihomed device
MHN Multihomed network
VNI VXLAN Network Identifier
EVI EVPN instance
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BGP EVPN Route types

• bgp.evpn.nlri.rt

• cisco-bgp.pcap
• EVPN Route Types BGP 

Capture.pcap
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Graceful Restart Mechanism for 
BGP

• Graceful Restart Capability – RFC 
4724

• Long-Lived Graceful Restart (LLGR) 
Capability – draft

• Let the partner know if the session 
is from a restart

• how long to wait before dropping 
stale routes

• Per AFI/SAFI !

v6multihop131b.pcap
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bugs.wireshark.org

https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=7734
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=7734


#sf18us  •  Computer History Museum, Mountain View, CA  •  June 25-28

BGP FlowSpec NLRI in 
bugs.wireshark.org

https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12568
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=12568
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=8691
https://bugs.wireshark.org/bugzilla/show_bug.cgi?id=8691
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Maybe next steps?

BGP over HTTP/2 with QUIC
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Useful implementation
Playing battleships over BGP
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Please provide Session Feedback
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Thank you!

• In secret service 
since 1999

• Will conquer the 
world in 2018
• Yes, really!

• What? You don’t 
believe me?


