


INTRODUCTION



BUILDING IS FUN!



OUTLINE
1. Block what? What chain? What what?
2. Traffic types and analysis
3. What is on your networks?



WHAT IS A BLOCKCHAIN?



SEMANTICS



BLOCKCHAIN (HIGH LEVEL)



PROOF OF WORK
do while not hash_found: 
  hash = sha256(block_info, nonce) 
  if hash[0:2] == 00: 
    hash_found 
 
  nonce += 1 



EXAMPLE







ROLES
Participant
Wallet
Node
Miner
Pool
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PROCESS



Brad wants to conduct a transaction with Brian  
 

Ledger:

Brad (0xCAFEBABE): 5
Brian (0xDEADBEEF): 1



Brad creates a tx  
 



Transaction is broadcast to all nodes in the network



Multiple transactions form a block



Network determines how hard it is to validate
(difficulty)

function calc_difficulty: 
  tx_per_sec = num_tx / time_since_last_block 
  hashrate = num_miners * avg_hashrate 
 
  if hashrate / tx_per_sec > 10: 
    increase_difficulty 
 
  else 
    decrease_difficulty 



Miners (nodes) calculate a nonce to validate a block.
block = (all_txs_since_last_block, 
         prev_block_hash, 
         timestamp) 
nonce = 0 
 
do while not hash_found: 
  hash = sha256(block, nonce) 
  if hash < difficulty: 
    hash_found 
 
  nonce += 1 



The miner is rewarded and ledger updated.  

Ledger:

Brad: 4

Brian: 2

Miner: 1

if nonce_is_valid: 

coinbase = new Coinbase

  miner_balance += coinbase 

 

  sender_balance -= amount 

recipient_balance += amount



MISCONCEPTIONS



NOT INHERENTLY ANONYMOUS



NOT INHERENTLY PRIVATE



NOT INHERENTLY SECURE



TRAFFIC TYPES
P2P
API
Mining



P2P
Connect
Initial Block Download
Relay



CONNECT



VERSION MESSAGE



GET ADDRESS MESSAGE

 
 



ADDRESS MESSAGE

 
 



INITIAL BLOCK DOWNLOAD (SYNC)



INVENTORY VECTOR MESSAGE

(Here's what I have)



GET HEADERS

(Update me)



RELAY



API



API CAPTURE

 
 

POST / HTTP/1.1 
Host: 127.0.0.1 
Connection: close 
Authorization: Basic X19jb29raWVfXzo2OWE5OGQxMWU1YTMyMzg4MjNiM
Content-Length: 61 
 
{"method":"getnewaddress","params":["sharkfest2018"],"id":1} 
HTTP/1.1 200 OK 
Content-Type: application/json 
Date: Mon, 25 Jun 2018 04:21:12 GMT 
Content-Length: 68 
Connection: close 
 
{"result":"3KWrA6cuQK2CgEPqQFBTvBuMLMKCr8HqEx","error":null,"i



MINING



MINING CAPTURE



INDICATORS
P2P

API

MINING

tcp.port == 18080 
tcp.port == 8333 

tcp.port == 18081 
tcp.port == 8332 

tcp.port==3333 
frame matches "jsonrpc" 
frame matches "xmr" 
frame matches "pool" 
dns.qry.name matches coinhive 



WHAT IS ON YOUR NETWORK?



FOLLOW THE $$$
-In 2017 cryptocurrency market grew 20 fold - $18B to

more than $600B (USD)

-Became lucrative to compromise systems and access
computing resources to mine

-Impact of cryptocurrecy mining on a host is o�en
viewed as more of a nuisance



CRYPTOJACKING
 
 



CRYPTOJACKING 2



CRYPTOJACKING 3

...shadow who?...



CRYPTOJACKING 4



DRIVE BY MINING
<script src="https://authedmine.com/lib/authedmine.min.js"> 
</script> 
<script> 
    var miner = new CoinHive.Anonymous('YOUR_SITE_KEY',  
                                          {throttle: 0.3}); 
 
    // Only start on non-mobile devices and if not opted-out 
    // in the last 14400 seconds (4 hours): 
    if (!miner.isMobile() && !miner.didOptOut(14400)) { 
        miner.start(); 
    } 
</script> 



DRIVE BY MINING
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