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(D Premise: TCP Split Brain (@

« When troubleshooting TCP, you often have to
consider both the sender’s unique perspective
and the receiver’s unique perspective

 Both endpoints are independent, but at the same
time, they do react to packets from the other
end

 The joint behavior gets even more interesting
when there’s “high” latency in the path
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Welcome Back!

e Continuation of Part I ... after the break
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Session Goals

« Compare and contrast TCP end point behavior

 Drill down into the “what is it doing?” and “why
is it doing that?”

« Promote Wireshark Profiles Feature
« Share experience and ideas

« EXpose you to visualizations that help reinforce
the end point behavior we will be discussing
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() Part I Comparisons Recap

3-way handshake

Latency

Expert Info

Fragment Overlaps / OOS / Retransmissions
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N Summary Slide from Part I

TCP Split Brain Comparison Summary (Sender vs. Receiver)

em Bl Top - - de -

1 [SYN Options MSS, Scaling, TimeStamps, SACK |Negotiation & Adapt Negotiation & Adapt

2 Latency Can be different in each direction
Diff t Stat t start d . . . .
3 |TCP State rerent States at startup an Closed, SYN-Sent, Established Listen, SYN-Received, Established

shutdown

4 Expert Info

Should be close to the same on

4.1 |Duplicate ACK
Sl both captures

Not expected on sender; but
4.2 |00S retrans could be interpretted as |Will be higher than sender
005

Will be higher than receiver;
could also be flagged as O0S
Not expected on sender unless  |Expected on receiver when there's

4.3 |Retransmissions Might be flagged as O0S

Previous Segement

4.4 Can be different

Not Captured there's a capture integrity issue |packet loss or 00S
Could be side effect of . .
4.5 |SSL Errors . Not expected Likely to be reassembly issue
reassembly in presence of 00S
46 |Fragment Overlap Most I\'kely_caused by Most Iif(e\y to show up on Receiw.ar could flag overlap using
Segmentation Offoad Sender's capture SACK field
5 Frame Sizes Can be different Effects of LSO / IP Fragmentation |Effects of LRO
ACKs will usually apply to Interpretation can seem confusing,
6 Display Time Delta |Very unique to each endpoint segments sent much earlier in especially when lots of packets are in
time flight
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Part II Agenda

« Bytes in Flight Comparison
» Congestion Comparison

« RTT2ACK
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RFC 130619

« Please provide your feedback
« All comments welcome

* Too much detail?

* Not enough detail?

« Sequence?

 Timing?
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() Symptoms to Analyze

« Downloading files take *forever*
» 16 seconds to download a 1.4MB file

* One TCP connection has been isolated as the
connection of interest — TCP/52942-443
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- What is the meaning of Bytes in Flight?

« How is this metric related to performance?

« BIF for sender and receiver captures look very
different, let's compare a few packet exchanges
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Bytes in Flight - Decode

Frame 34: 1346 bytes on wire (18768 bits), 1346 bytes captured (18768 bits) on interface @
Ethernet II, Src: ©2:50:41:00:00:02 (92:50:41:00:00:02), Dst: ©2:50:41:00:00:01 (02:50:41:00:00:01)
Internet Protocol Version 4, Src: 10.16.1.251, Dst: 10.36.9.27
q v Transmission Control Protocol, Src Port: 443, Dst Port: 52942, Seq: 3053, Ack: 2489, Len: 1292
Source Port: 443
Destination Port: 52942
[Stream index: @]
[TCP Segment Len: 1292]
Sequence number: 3853 (relative sequence number)
[Next sequence number: 4345 (relative sequence number)]
Acknowledgment number: 2489 (relative ack number)
@101 .... = Header Length: 20 bytes (5)
Flags: @x01@ (ACK)
Window size value: 512
[Calculated window size: 131872]
[Window size scaling factor: 256]
Checksum: @xeed3 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v [SEQ/ACK analysis]
[iRTT: ©.121578080 seconds]
q [Bytes in flight: 2584]
[Bytes sent since last PSH flag: 2584]
TCP payload (1292 bytes)
[Reassembled PDU in frame: 42]
TCP segment data (1292 bytes)
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>

[T ) [P R v

AV.sv..es

ight Click, Apply as Column

Au.av.L.cora

Frame 34: 1346 bytes on wi Expand Subtrees Shift+Right %fﬁf
Ethernet II, Src: 02:50:41  ExpandAll Crrl+Right 447+
Internet Protocol Version Collapse All Ctrl+Left
— Apply as Column 365
Source Port: 443
Destination Port: 52042  ApplyasFilter ’
[Stream index: @] Prepare a Filter *
[TCP Segment Len: 1292] Conversation Filter 4
Sequence number: 3053 Colorize with Filter 4
[Next sequence number: Eollow »
Acknowledgment number:
9101 .... = Header Leng Copy '
Flags: 0x018 (ACK) Show Packet Bytes...
Window size value: 512 Export Packet Bytes... Ctrl+H
[Célculat?d window size Wiki Protocol Page
[Window size scaling fa Filter Field Reference
Checksum: @xeed3 [unver e — ,
[Checksum Status: Unver
Urgent pointer: @ Decode As...
[SEQ/ACK analysis] Go to Linked Packet
[iRTT: ©.121578000 s Show Linked Packet in New Window

[Bytes in flight: 25s8#7

[Bytes sent since last PSH flag: 2584]
TCP payload (1292 bytes)
[Reassembled PDU in frame: 42]
TCP segment data (1292 bytes)
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‘ Server_side_shifted_Conn52942.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1 ® RO QewsEFgesJEQQQE

| |~'|3p|-_.- a display filter ... <Ctrl-/=

No. Time - Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
32 35.578512 0.000014000 1©.16.1.251 10.36.9.27 (4] 1761 1761 2489 443 » 52942 [ACK] !
33 35.580460 0.001948000 10.16.1.251 10.36.9.27 3876 1761 5637 2489 3876 AA3 » 52942 [ACK] !
34 35.696769 0.116309000 18.36.9.27 10.16.1.251 (5] 2489 2489 4345 52942 - 443 [ACK] !
35 35.696866 0.0000976000 10.16.1.251 16.36.9.27 5168 5637 18865 2489 6460 Application Data [
36 35.816829 ©.119963000 10.36.9.27 18.16.1.251 (%) 2489 2489 6929 52942 > 443 [ACK] !
37 35.816866 0.000037000 10.16.1.251 10.36.9.27 5168 18805 15973 2489 9044 443 » 52942 [ACK] !
38 35.819488 0.0082622000 10.36.9.27 18.16.1.251 (%) 2489 2489 9513 52942 - 443 [ACK] !
39 35.819519 0.000031008 10.16.1.251 10.36.9.27 3846 15973 19819 2489 10306 Application Data
40 35.930853 ©.111334000 10.36.9.27 10.16.1.251 (%) 2489 2489 12097 52942 - 443 [ACK] !
41 35.931371 0.000518000 10.16.1.251 10.36.9.27 6460 19819 26279 2489 14182 AA3 » 52942 [ACK] !
42 35.935034 ©.003663000 18.36.9.27 10.16.1.251 (5] 2489 2489 14681 52942 - 443 [ACK] !
43 35.935835 0.0000016060 18.36.9.27 18.16.1.251 (%) 2489 2489 17265 52942 > 443 [ACK] !
44 35.935065 ©0.000030000 18.16.1.251 10.36.9.27 2569 26279 28848 2489 Application Data
45 35.935187 0.000042000 10.36.9.27 18.16.1.251 (%) 2489 2489 19819 52942 - 443 [ACK] !
46 35.935477 ©.008370000 10.16.1.251 108.36.9.27 9829 28848 37877 2489 Application Data
47 36.844837 0.109360000 10.36.9.27 18.16.1.251 (%) 2489 2489 22403 52942 - 443 [ACK] !
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(.\ Sample - Math Drill Down

1761 5636

1761 4344 5636

ACK 4345
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1761 4344 5636

ACK 4345

1761 5637 10804

(10804-4344)
ACK 4345
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Recelve ACK

1761 5637 10804

BIF == 6460

1761 5637 10804

BIF == 3876

ACK 6929
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Server Side — Decreasing?

&»

‘ Server_side_shifted_Conn52942.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4d N ® | X & QFWEffG&G{GJ‘i

| |~'|3p|-_.- a display filter ... <Ctrl-/=

No. Time - Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
32 35.578512 0.000014000 10.16.1.251 10.36.9.27 () 1761 1761 2489 443 » 52942 [ACK] !
33 35.580460 0.001948000 10.16.1.251 10.36.9.27 3876 1761 5637 2489 3876 443 » 52942 [ACK] !
34 35.696769 0.116309000 10.36.9.27 10.16.1.251 (5] 2489 2489 4345 52942 » 443 [ACK] !
35 35.696866 0.000097000 10.16.1.251 10.36.9.27 5168 5637 18805 2489 6460 Application Data [
36 35.816829 0.119963000 10.36.9.27 18.16.1.251 (%) 2489 2489 6929 52942 » 443 [ACK] !
37 35.816866 0.000037000 10.16.1.251 10.36.9.27 5168 1le8e5 15973 2489 9944 443 » 52942 [ACK] !
38 35.819488 0.002622000 10.36.9.27 18.16.1.251 (%) 2489 2489 9513 52942 - 443 [ACK] !
30 35.819519 0.000031000 10.16.1.251 10.36.9.27 3846 15973 19819 2489 10306 Application Data
40 35.930853 0.111334000 10.36.9.27 10.16.1.251 (%) 2489 2489 12097 52942 - 443 [ACK] !
41 35.931371 ©.000518000 10.16.1.251 10.36.9.27 6460 19819 26279 2489 14182 443 » 52942 [ACK] !
42 35.935034 0.003663000 10.36.9.27 10.16.1.251 (5] 2489 2489 14681 52942 » 443 [ACK] !
43 35.935635 0.000001000 10.36.9.27 18.16.1.251 (%) 2489 2489 17265 52942 » 443 [ACK] !
44 35.935065 0.000030000 10.16.1.251 10.36.9.27 2569 26279 28848 2489 11583 Application Data
45 35.935187 0.000042000 10.36.9.27 18.16.1.251 (%) 2489 2489 J 52942 » 443 [ACK] !
46 35.935477 ©.000370000 10.16.1.251 10.36.9.27 9829 28848 37877 2489 18858 Application Data
47 36.044837 0.109360000 10.36.9.27 18.16.1.251 (%) 2489 2489 22403 52942 - 443 [ACK] !
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Server Side - Timing

‘ Server_side_shifted_Conn52942.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1 ® RO QewsEFgesJEQQQE

| |~'|3p|-_.- a display filter ... <Ctrl-/=

No. Time Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
32 35.578 0.000014000 10.16.1.251 10.36.9.27 (4] 1761 1761 2489 443 » 52942 [ACK] !
33 35.5804 0.001948000 10.16.1.251 10.36.9.27 3876 1761 5637 2489 3876 AA3 » 52942 [ACK] !
34 35.696769 © 0.116309000 18.36.9.27 10.16.1.251 (5] 2489 2489 4345 52942 - 443 [ACK] !
35 35.696866 0.0000976000 10.16.1.251 16.36.9.27 5168 5637 18865 2489 6460 Application Data [
36 35.81682 8.119963000 10.36.9.27 18.16.1.251 (%) 2489 2489 6929 52942 > 443 [ACK] !
S35 0.000037000 10.16.1.251 10.36.9.27 5168 18805 15973 2489 9044 443 » 52942 [ACK] !
38 0488 0.002622000 10.36.9.27 18.16.1.251 (%) 2489 2489 9513 52942 - 443 [ACK] !
39 35.819519 0.000031008 10.16.1.251 10.36.9.27 3846 15973 19819 2489 10306 Application Data
40 35.930853 ©.111334000 10.36.9.27 10.16.1.251 (%) 2489 2489 12097 52942 - 443 [ACK] !
41 35.931371 0.000518000 10.16.1.251 10.36.9.27 6460 19819 26279 2489 14182 AA3 » 52942 [ACK] !
42 35.935034 ©.003663000 18.36.9.27 10.16.1.251 (5] 2489 2489 14681 52942 - 443 [ACK] !
43 35.935835 0.0000016060 18.36.9.27 18.16.1.251 (%) 2489 2489 17265 52942 > 443 [ACK] !
44 35.935065 ©0.000030000 18.16.1.251 10.36.9.27 2569 26279 28848 2489 11583 Application Data
45 35.935187 0.000042000 10.36.9.27 18.16.1.251 (%) 2489 2489 19819 52942 - 443 [ACK] !
46 35.935477 ©.008370000 10.16.1.251 108.36.9.27 9829 28848 37877 2489 18858 Application Data
47 36.844837 0.109360000 10.36.9.27 18.16.1.251 (%) 2489 2489 22403 52942 - 443 [ACK] !
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() Let's jump to Receiver now...
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Client Side

M GP_VPN_Client Conn52942.pcap =

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A4 W ® | R Q &= E=EF t[:]G‘gG‘gG‘gE

| |A|J|JI',.-' a display filter ... <Ctrl-/> '] Express

Na. Time ‘ Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
32 35.696871 0.117113000 10.16.1.251 10.36.9.27 a 1761 1761 2489 443 » 52942 [ACK] Seq=17€
33 35.700172 ©0.003301000 10.16.1.251 10.36.9.27 1292 1761 3853 2489 1292 443 » 52942 [ACK] Seq=17€
34 35.700211 ©.000039000 10.16.1.251 10.36.9.27 1292 3853 4345 2489 2584 443 » 52942 [ACK] Seq=3@5
35 35.700238 0.000027000 10.36.9.27 19.16.1.251 e 2489 2489 4345 52942 > 443 [ACK] Seq=248
36 35.700346 0.000108000 10.16.1.251 10.26.9.27 1292 4345 5637 2489 1292 443 » 52942 [ACK] Seq=434
37 35.8187% 0.118450000 10.16.1.251 18.26.9.27 1292 5637 6929 2489 2584 443 > 52942 [ACK] Seq=563
38 35.818826 ©.000030000 10.36.9.27 18.16.1.251 a 2489 2489 6929 52942 > 443 [ACK] Seq=248
39 35.818934 0.000108000 10.16.1.251 10.326.9.27 1292 6929 8221 2489 1292 443 » 52942 [ACK] Seq=692
40 35.819022 0.00008800@ 10.16.1.251 18.36.9.27 1292 8221 0513 2489 2584 443 » 52942 [ACK] Seq=822
41 35.819046 0.000024000 10.26.9.27 10.16.1.251 a 2489 2489 9513 52942 » 443 [ACK] Seq=248
42 35.819135 0.00008%00@ 10.16.1.251 10.36.9.27 1292 9513 10885 2489 1292 Application Data [TCP seg
43 35.936054 0.11691900@ 10.16.1.251 18.36.9.27 1292 18885 12097 2489 2584 443 » 52942 [ACK] Seq=108

| 44 35.936080 0.000026000 10.26.9.27 10.16.1.251 a 2489 2489 12897 52942 » 443 [ACK] Seq=248
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VWhat else can we learn

from BIF?

« So far, we've seen how BIF can inform about
network health & congestion window

« We can also “get a sense” of Send Buffer sizing
and the application’s TCP API options
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() Inferring Send Buffer Size

« Bytes In-flight can give you some insight into how
the Send Buffer size might be limiting the
Congestion Window

« How can we find the maximum observed Bytes In-
Flight?
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\

&»

---------------------------------------------------------------------
70,

W Congestion Control Window
B Receive Buffer

/ ® In-Flight Data

UUUUUU

nnnnnn

Notice how green

000000 4___—____’[ Iine never gets
)
[ I I I I I I [ 1 I
oo Im40.25 1m 40.3s 1m 40.4s 1m 40.55 1m 40.65 1m 40.75 1m 40.85 1m 40.9s 1m 41.0s Im4l.1s

above red line
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\ Throughput Throttling

&»

---------------------------------------------------------------------
70,

UUUUUU / ® Congestion Control Window
/ B Receive Buffer

/ ® In-Flight Data

] .
What's holding us
000000
T back now?
o | | | | | \ | T 1
oo Im40.25 1m 40.3s 1m 40.4s 1m 40.55 1m 40.65 1m 40.75 1m 40.85 1m 40.9s 1m 41.0s Im4l.1s
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() Inferring Send Buffer Size

« Bytes In-flight can give you some insight into how
the Send Buffer size might be limiting Throughput

« How can we find the maximum observed Bytes In-
Flight?
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. . Command P [
‘ Server_side_shifted_Conn52942.pcap m

o=

1554 361.
1444 360.
1388 359.

©22 2CT

.8611...

9962..
3274..
7224..

E£EADA

.000020000
.000003000
.000551000

D @ @ @ sl

.000341000

AL YO

FY

10.
10.
10.

e}

36.
36.
36.

2&

2 W WO D

.27
.27
.27

a7

5168

1292
1292
7752

FFCH

24

1615262
1450233
1365623

CO0AQAN

mn

944
1616554
1451525
1373375

cncacAa

20902
20902
20902

AANATY

File Edit View Go Capture Analyze Statistics Telephony Wireless Help
Am 1 ©® B ResEgsBaqaqlE
[ |~'|J|JI-_.- a display filter ... < '] Express
Time Delta Prev Destination TCP Len Sequence number Next seq Bytes in‘ﬂight Info
1473 360.6191.. ©.000341000 1. 10.36.9.27 9029 1492007 1501036 23471 Application Data
1451 360.3321.. ©.000237000 1. 10.36.9.27 5413 1454094 1459587 23471 Application Data
1446 360.3274.. ©.000002000 1. 10.36.9.27 1277 1452817 1454094 23471 Application Data
1416 360.0253.. ©.000546000 1. 10.36.9.27 9029 1412565 1421594 23471 Application Data
1445 360.3274.. ©.000003000 1. 10.36.9.27 1292 1451525 1452817 22194 A43 » 52942 [ACK] Seq=1451525 Ack=6451
1487 359.8663.. ©.000353000 1. 10.36.9.27 7752 1398123 1485875 22194 443 » 52942 [ACK] Seq=1398123 Ack=6451
1504 361.2166.. ©.000699000 1. 10.36.9.27 5413 1547418 1552831 22179 Application Data
1397 359 0 1. .36.9. 1383681 1388849 21934
). €

Fast Retransmi or

443 » 52942 [ACK] Seq=1615262 Ack=6451
443 » 52942 [ACK] Seq=1450233 Ack=6451
443 » 52942 [ACK] Seq=1365623 Ack=6451

AAD « CEIOATY TAFKF] Chn_£00AR0 A-lL_£ACAD
]
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Discussion

» Assume that network is healthy + TCP Congestion

Window is “happy” + receive window is higher than
BIF

 What does this infer about Send Buffer size and
implementation?
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() Btw, something was odd...

 Did you notice anything odd in the last decode
summary screen?

» Let's look again...
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. .\ Server Capture — Out of order?

Command Prompt
‘ Server_side_shifted_Conn52942.pcap |——y E\E

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

.27 5168 1383681 1388849 64515 21934 443 > 52942 ] Seq=1383681 Ac

Am @ RO QesEgsHaaar
[ [ |~'|J|JI-_.- a display filter ... <Ctrl-/= '] Express
No. Time Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in‘ﬂight Info
1473 360.6191.. ©.000341000 10.16.1.251 10.36.9.27 9029 1492087 1501036 64515 23471 Application Data
1451 360.3321.. ©.000237000 10.16.1.251 10.36.9.27 5413 1454094 1459587 64515 23471 Application Data
1446 360.3274.. ©.000002000 10.16.1.251 10.36.9.27 1277 1452817 1454094 64515 23471 Application Data
1416 360.0253.. ©.000546000 108.16.1.251 10.36.9.27 9029 1412565 1421594 64515 23471 Application Data
1445 360.3274.. ©.000003000 10.16.1.251 10.36.9.27 1292 1451525 1452817 64515 22194 443 > 52942 [ACK] q=1451525 Ack=6451
1487 359.8663.. ©.000353000 1@.16.1.251 10.36.9.27 7752 1398123 1485875 64515 22194 443 » 52942 [AC eq=1398123 Ack=6451
1504 361.2166.. ©.000699000 1@8.16.1.251 10.36.9.27 5413 1547418 1552831 64515 22179 Application
1397 359.8611.. 0©.000341000 1©.16.1.251 10.36.9
p w

155 o : . 944 . EnEt DlErrEmeTd -
1554 361.9962.. 0.000020000 10.16.1.251 10.36.9.27 1292 1615262 1616554 64515 20902 443 » 52942 [ACK] Seq=1615262 Ack=6451
1444 360.3274.. 0.000003000 10.16.1.251 10.36.9.27 1292 1450233 1451525 64515 20902 443 » 52942 [ACK] Seq=1450233 Ack=6451
1388 359.7224.. 0.000551000 10.16.1.251 10.36.9.27 7752 1365623 1373375 64515 20902 443 » 52942 [ACK] Seq=1365623 Ack=6451

022 2CT £ADA A__ARRALCYOARAR AN _1£ 4_10CA AR 28 0 27 F7CH £00AAN cncacA ZACAC WANATY AAD « CEIOATY TAFKF] Chn_£00AR0 A-lL_£ACAD

< i b
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(\ How can sender segments be =,

000?

 Is this even possible?
» Why would this happen?

* Let's re-sort and have another look...
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Zoom in...sort by frame #

. Server_side_shifted_Conn52942_converted.appcapture

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A R @®

Source Destination Protocol Lengt ACK Bytes in flight Identification Info
10.16.° 10 9. TLSv1 98 1599773 8802 64515 1315,  ©xdea7 (20.. Application Data
10.16.: 3 1608802 1613970 64515 75318 Oxdeaf (20.. 443 » 52942 [ACK] Seq=16088802 /
Bx4a7b (19 [TCP Dup ACK 1548#1] 52942 + 44
1(31%)7;1 1615262 f:Af 10618 @xdec2 44_ > 52042 [A(I\] eq 1613970 £
~
'346 1615262 1616554 64515 20902 Oxdec3 (zﬂ 443 » 52 ' [ACK] beq 1615262 1
v 64515 1595652 @x4a7d (19.. [TCP Dup ACK 1548#3] 52942 -» 44
1595652 1596944 64515 20902 Oxdecd .. [TCP Fast Retransmission] , Ig
64515 1595652 @x4a7e (19.. [TCP Dup ACK 1 #4] 52042 » 44
1596944 1597140 64515 20002  Oxdech .. [TCP
64515 1595652 @x4a7f (19.. [TCP
1597140 1598432 64515 20902 @xdectd .. [TCP
64515 1595652 @x4a81 (19.. [TCP Dup ACK 1548#6] 529427~ 44
64515 1595652 @x4a82 (19.. [TCP Dup ACK 1548#7] 52942 -» 44
1598432 1599724 64515 20902 Oxdec? .. [TCP Qut-Of-Order] 443 » 52942
1599724 1599773 64515 20902 Oxdec8 .. [TCP Qut-Of-Order] 443 » 52942
64515 1595652 @x4a84 (19.. [TCP Dup ACK 1548#8] 52042 -» 44
64515 1595652 Bx4a83 (19.. [TCP Dup ACK 1548#9] 52942 -+ 44
64515 1595652 Bx4a85 (19.. [TCP Dup ACK 1548#19] 52942 » 4
64515 1595652 @x4a86 (19.. [TCP Dup ACK 1548#11] 52942 » 4
64515 1595652 @x4a87 (19.. [TCP Dup ACK 1548#12] 52942 -+ 4

61.988765

552 361.988817

61.996214
361.996234 @
1555 361.996280 .ﬁﬁﬁﬁdoﬁm
1556 361.996308 .Bovezse..
1557 361.996337 .000829a..
1558 361.996358 .bopez1e..
1559 361.997037 . 0006 790...
1560 361.997@51 .0000140...
1561 362.036442 .@393910..
1562 362.0836444 . B00002a..
1563 362.036473 .0000290..
1564 362.836492 .B00e19e..
1565 362.0842182 .0056100..
1566 362.042103 . 0000a160...
1567 362.046216 .0041130..
1568 362.062188 .0159720...
1569 362.101787 .©395990...

W= W

[ R UU RO}

O LW DR WD Do o oo o .
= =

BT - I E SR V- R VORIV Ry -, i

[y
h G h O R

=
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() Interpretation vs. Decode

TCP Out-Of-Order

Set when all of the following are true:

= This is not a keepalive packet.

In the forward direction, the segment length is greater than zero or the SYN or FIN is set.
= The next expected sequence number is greater than the current sequence number.

= The next expected sequence number and the next sequence number differ.

The last segment arrived within the calculated RTT (3ms by default).

Supersedes "Spurious Retransmission” and "Retransmission”.
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Why this is important... ®

« Heuristics, though generally pretty good, but they
aren’t perfect

 If you relied solely on the Expert Info summary you
might incorrectly conclude the network is messing
with packet order (more than it really is...)

« Human interpretation is key
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Discussion
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‘ GP_VPN_Client_Conn52942.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

™= = F= g W

Delta Prev Source Destination TCP Len Sequence number Next seq Ack E:y'tesin..'ﬂight Info

.000291000 10.: 18. 1292 1595652 1596944 20902 [TCP Fast Retransmissij

.00e593000 10.1 16. 196 1596944 1597140 19610 [TCP OQut-0f-Order] 443

.0ee158000 10.1 18. 1292 1597140 1598432 19414 [TCP OQut-0f-Order] 443

212437 .039484000 10.] 10. 1292 1598432 1599724 18122 [TCP Qut-0f-Order] 443

.1247.. .000188000 10.] 1@. 49 1599724 1599773 16830 [TCP Qut-0f-Order] 443

2400 362.0835.. 0.007057000 1292 1615262 1616554 16781 443 » 52942 [ACK] Seg=
1841 .6631... .066508000 10.1 1292 1159816 1161108 16567 [TCP Qut-0f-Order] 443
2756 -3851... .845392000 10.1 1292 1866618 1867910 15719 [TCP Qut-0f-Order] 443
2634 364 .3405.. .028776000 10.1 1292 1773294 1774586 15719 [TCP Qut-0f-Order] 443
2322 361 .3096.. .004394000 10.1 1292 1537112 1538404 15719 [TCP Fast Retransmissij
1662 356.3820.. .0e3810000 10.1 1292 1818990 1820282 15719 [TCP Fast Retransmissij
1357 353.8360.. .000191000 10.1 1292 781912 783204 15719 [TCP Fast Retransmissij
1233 352.8511.. .852475000 10.1 1292 687132 688424 15719 [TCP Qut-0f-Order] 443
1825 351.3023.. .107661000 10.1 1292 522835 524127 15719 [TCP Qut-0f-Order] 443
2398 362.0764.. 0.041601000 1292 1613970 1615262 15489 443 » 52942 [ACK] Seg=
.080175000 1173998 1175290 [TCP Qut-0f-Order] 443
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C
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» Let's look at how Wireshark calculates Bytes in-
flight when there is packet loss or OOS
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Client — Receive #1275 OQOS

E=REC

! GP_VPN_Client_Conn52942.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1@ | RE QemsEg s Eaaqi
|n |.~'\|J|JI‘,-' a display filter ... <Ctrl-/> > | '] Expressiol
No. Time . Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
1273 353.2099.. ©0.000053000 10.36.9.27 10.16.1.251 5 64515 64515 735366 52942 » 443 [ACK] Seg=6451
735366 736658 64515 1292 443 - 52942 [PSH, ACK] Seq

1292

1@

10.16.1.251 .36.9.27

. 000096000

1274 353.21080..
736658

18 36 9. 27 1@.
52942 » 443 [ACK] Seg= 6451

739247

.0eees1eee 10.36.9.27 10.16.1.251

1278 353.3190..

« BIF did not increment for #1275
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M server_side_shifted_Conn52942.pcap — =aE
Am 7@ | RE QemsEFgsJEQRaaalr
[ |o‘5\|J|J|‘;-' a display filter ... <Ctrl-/> -] Expressii
0. Time . Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
871 353.1165.. ©.001859008 10.36.9.27 10.16.1.251 (4] 64515 64515 723493 52942 » 443 [ACK] Seq=6451
872 353.1165.. 0©.0@091990¢ 10.16.1.251 10.36.9.27 3876 732782 736658 64515 13165 Application Data [TCP segm
873 353.2298.. ©.113255000 10.36.9.27 10.16.1.251 (%] 64515 64515 726077 52942 » 443 [ACK] Seq=6451
874 353.2298.. 0.000047000 10.16.1.251 10.36.9.27 2584 736658 739242 64515 13165 443 » 52942 [ACK] Seq=7366
875 353.2352.. ©.0@5412008 10.36.9.27 10.16.1.251 @ 64515 64515 727614 52942 » 443 [ACK] Seq=6451
876 353.2353.. 0.0@eed42008 10.16.1.251 10.36.9.27 1292 739242 740534 64515 12920 443 » 52942 [ACK] Seq=7392
4] % £} H Q 2| 2| Al K a0 =hil
M GP_VPN_Client_Conn52942.pcap = T
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @) RE Qe=sZEF sRaaar
\ |A|J|JI‘,-' a display filter ... <Ctrl-/= '] Expressi
No. Time . Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
1270 353.2085.. 0.000037000 108.36.9.27 10.16.1.251 @ 64515 64515 732782 52942 - 443 [ACK] Seq=645
1271 353.2@90.. ©.000519000 10.16.1.251 10.36.9.27 1292 732782 734074 64515 1292 443 » 52942 [ACK] Seq=732
1272 353.2098.. ©.000827000 10.16.1.251 10.36.9.27 1292 734074 735366 64515 2584 Application Data [TCP seg
1273 353.2099.. ©.000053000 10.36.9.27 10.16.1.251 @ 64515 64515 735366 52942 -» 443 [ACK] Seq=645
10.36.9. 64515 1292 4413 » 52942 K] Se

1274 353.21080..

1276 353.

1278 353.

.B00R96000
.Boees7000

.000081000

10.16.1.251

25

1292

736658

[PSH, AC
ent not

[TCP Previous e
[ACK] Seq=645

52942 » 443

) 10
10.36.9.27
10.16 2

108.36.9.27

736658

10.16.1.251 739242 52942 - 443 [ACK] Seq=645
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‘Server_side_shif'ted_Conn52942.pcap | = ”E

Am 0@ LNRE QeeEFsJEQAQQE
[ |n'ppl-; a display filter ... <Cirl-/> '] Expressi
0. Time . Delta Prev Source Destination TCP Len Sequence number Next seq Ack Bytes in flight Info
871 353.1165.. ©.001059000 10.36.9.27 10.16.1.251 (4] 64515 64515 723493 52942 » 443 [ACK] Seq=6451
872 353.1165.. ©.000019000 10.16.1.251 160.36.9.27 3876 732782 736658 64515 13165 Application Data [TCP segm
873 353.2298.. 0.113255000 10.36.9.27 18.16.1.251 (%] 64515 64515 726077 52042 » 443 [ACK] Seq=6451
874 353.2298.. 0©.0geed47eee 10.16.1.251 10.36.9.27 2584 736658 739242 64515 13165 443 » 52942 [ACK] Seq=7366
875 353.2352.. 0©.0@5412000 10.36.9.27 18.16.1.251 @ 64515 64515 727614 52942 » 443 [ACK] Seq=6451
876 353.2353.. ©.000042000 10.16.1.251 10.36.9.27 1292 739242 740534 64515 12920 443 » 52942 [ACK] Seq=7392
. (A () A 2R Q f A A ACK aa=h
M GP_VPN Client Conn52942.pcap = T
File Edit View Go Capture Analyze S5Statistics Telephony Wireless Tools Help
AW 1@ LR QesEFesJBRaqaxs
\ |~'|:|:I. a display filter ... <Ctrl-/= '] Expressi
No. Time . Delta Prev Source Destination TCP Len Sequence number MNext seq Ack Bytes in flight Info
1270 353.2085.. ©.000037000 1@8.36.9.27 10.16.1.251 (4] 64515 64515 732782 52942 -» 443 [ACK] Seq=645
1271 353.2@90.. ©.000519000 10.16.1.251 10.36.9.27 1292 732782 734074 64515 1292 443 » 52942 [ACK] Seq=732
1272 353.2098.. ©.000827000 10.16.1.251 10.36.9.27 1292 734074 735366 64515 2584 Application Data [TCP seg
1273 353.2099.. ©.000853000 10.36.9.27 10.16.1.251 @ 64515 64515 735366 52942 > 443 [ACK] Seq=645
9. K] Se

1274 353.21080.. .000096000 10.16.1.251 1@.36.

1292 736658 64515 1292 443 » 52942 [PSH, AC
Q. .27 12 7 ) 7 2 [TCP Previous ent not
10.36.9.27 .16.1. 736658 52942 » 443 [ACK] Seq=645

10.1¢

) 10.16.1.25

1276 353. .000067000

1278 353. .000081000 10.36.9.27 10.16.1.251 64515 64515 739242 52942 - 443 [ACK] Seq=645
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‘Server_side_shif'ted_Conn52942.pcap | = ”E

Am 0@ LNRE QeeEFsJEQAQQE
[ |n'ppl-; a display filter ... <Cirl-/> '] Expressi
0. Time . Delta Prev Source Destination TCP Len Sequen umber Next seq Ack Bytes in flight Info
871 353.1165.. ©.001059000 10.36.9.27 10.16.1.251 (4] %15 64515 723493 52942 » 443 [ACK] Seq=6451
872 353.1165.. ©.000019000 10.16.1.251 160.36.9.27 3876 732782 736658 64515 13165 Application Data [TCP segm
873 353.2298.. 0.113255000 10.36.9.27 18.16.1.251 (%] 64515 64515 726077 52042 » 443 [ACK] Seq=6451
874 353.2298.. 0©.0geed47eee 10.16.1.251 10.36.9.27 2584 736658 739242 64515 13165 443 » 52942 [ACK] Seq=7366
875 353.2352.. 0©.0@5412000 10.36.9.27 18.16.1.251 @ 64515 64515 727614 52942 » 443 [ACK] Seq=6451
876 353.2353.. ©.000042000 10.16.1.251 10.36.9.27 1292 739242 740534 64515 12920 443 » 52942 [ACK] Seq=7392
. (A () A 2R Q f A A ACK 20—
M GP_VPN Client Conn52942.pcap = T
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ ] R QesEgiEEaaqax
\ |~'|:|:I. a display filter ... <Ctrl-/= '] Expressi
No. Time . Delta Prev Source Destination TCP Len Sequencg number Next seq Ack Bytes in flight Info
1270 353.2085.. ©.000037000 1@8.36.9.27 10.16.1.251 (4] ﬁﬁlfv 64515 732782 52942 -» 443 [ACK] Seq=645
1271 353.2@90.. ©.000519000 10.16.1.251 10.36.9.27 1292 732782 734074 64515 1292 443 » 52942 [ACK] Seq=732
1272 353.2098.. ©.000827000 10.16.1.251 10.36.9.27 1292 734074 735366 64515 2584 Application Data [TCP seg
1273 353.2099.. ©.000853000 10.36.9.27 10.16.1.251 @ 64515 64515 735366 52942 > 443 [ACK] Seq=645
9. K] Se

1274 353.21080.. .000096000 10.16.1.251 1@.36.

1292 736658 64515 1292 443 » 52942 [PSH, AC
Q. .27 12 7 ) 7 2 [TCP Previous ent not
10.36.9.27 .16.1. 736658 52942 » 443 [ACK] Seq=645

10.1¢

) 10.16.1.25

1276 353. .000067000

1278 353. .000081000 10.36.9.27 10.16.1.251 64515 64515 739242 52942 - 443 [ACK] Seq=645
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2

‘Server_side_shif'ted_Conn52942.pcap | = ”E

AdAm @ LTRE QeeEFEJFaqalE

[ |n'ppl-; a display filter ... <Cirl-/> '] Expressi

0. Time . Delta Prev Source Destination TCP Len Sequencaggumber Next seq Ack Bytes in flight Info
871 353.1165.. ©.001059000 18.36.9.27 10.16.1.251 (4] %15 64515 723493 K» 443 [ACK] Seq=6451
872 353.1165.. 0©.0@091990¢ 10.16.1.251 10.36.9.27 3876 732782 736658 64515 13165 pplication Data [TCP segm
873 353.2298.. ©.113255000 10.36.9.27 10.16.1.251 5} 64515 64515 726077 52942 » 443 [ACK] Seq=6451
874 353.2298.. 0.000047000 10.16.1.251 10.36.9.27 2584 736658 739242 64515 13165 443 » 52942 [ACK] Seq=7366
875 353.2352.. ©.005412000 10.36.9.27 10.16.1.251 5} 64515 64515 727614 52942 » 443 [ACK] Seq=6451
876 353.2353.. 0.0@eed42008 10.16.1.251 10.36.9.27 1292 739242 740534 64515 12920 443 » 52942 [ACK] Seq=7392

4] & (1 O f 2V 2V 2 Al K a0 =hil

M GP_VPN_Client_Conn52942.pcap = T
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ ] R QesEgiEEaaqax

\ |~'|:|:I. a display filter ... <Ctrl-/= '] Expressi
No. Time . Delta Prev Source Destination TCP Len Sequencg number Next seq Ack Bytes in flight Info

1270 353.2085.. 0.000037000 108.36.9.27 10.16.1.251 (4] ﬁﬁlfv 64515 732782 K—) 443 [ACK] Seq=645

1271 353.2@90.. ©.000519000 10.16.1.251 10.36.9.27 1292 732782 734074 64515 1292 3 > 52942 [ACK] Seq=732

1272 353.2098.. ©.000827000 10.16.1.251 10.36.9.27 1292 734074 735366 64515 2584 Application Data [TCP seg

1273 353.2099.. ©.000053000 10.36.9.27 10.16.1.251 @ 64515 64515 735366 52942 -» 443 [ACK] Seq=645

e K] Se

1274 353.21080.. .000096000 10.16.1.251 1@.36.

) 10.16.1.25

1292 736658 64515 1292 443 » 52942 [PSH, AC
Q. .27 12 7 ) 7 2 [TCP Previous ent not
10.36.9.27 .16.1. 736658 52942 » 443 [ACK] Seq=645

10.1¢

1276 353. .000067000

1278 353. .000081000 10.36.9.27 10.16.1.251 64515 64515 739242 52942 - 443 [ACK] Seq=645
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‘Server_side_shif'ted_Conn52942.pcap | = ”E

AdAm @ LTRE QeeEFEJFaqalE

[ |n'ppl-; a display filter ... <Cirl-/> '] Expressi

0. Time . Delta Prev Source Destination TCP Len Sequencaggumber Next seq Ack Bytes in flight Info
871 353.1165.. ©.001059000 18.36.9.27 10.16.1.251 (4] %15 64515 723493 K» 443 [ACK] Seq=6451
872 353.1165.. 0©.0@091990¢ 10.16.1.251 10.36.9.27 3876 732782 736658 64515 AFTb5 pplication Data [TCP segm
873 353.2298.. ©.113255000 10.36.9.27 10.16.1.251 5} 64515 64515 726077 52942 » 443 [ACK] Seq=6451
874 353.2298.. 0.000047000 10.16.1.251 10.36.9.27 2584 736658 739242 64515 13165 443 » 52942 [ACK] Seq=7366
875 353.2352.. ©.005412000 10.36.9.27 10.16.1.251 5} 64515 64515 727614 52942 » 443 [ACK] Seq=6451
876 353.2353.. 0.0@eed42008 10.16.1.251 10.36.9.27 1292 739242 740534 64515 12920 443 » 52942 [ACK] Seq=7392

4] & (1 O f 2V 2V 2 Al K a0 =hil

M GP_VPN_Client_Conn52942.pcap = T
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am i@ ] R QesEgiEEaaqax

\ |~'|:|:I. a display filter ... <Ctrl-/= '] Expressi
No. Time . Delta Prev Source Destination TCP Len Sequencg number Next seq Ack Bytes in flight Info

1270 353.2085.. 0.000037000 108.36.9.27 10.16.1.251 (4] ﬁﬁlfv 64515 732782 K—) 443 [ACK] Seq=645

1271 353.2@90.. ©.000519000 10.16.1.251 10.36.9.27 1292 732782 734074 64515 1292 3 > 52942 [ACK] Seq=732

1272 353.2098.. ©.000827000 10.16.1.251 10.36.9.27 1292 734074 735366 64515 584 Application Data [TCP seg

1273 353.2099.. ©.000053000 10.36.9.27 10.16.1.251 @ 64515 64515 735366 52942 -» 443 [ACK] Seq=645

e K] Se

1274 353.21080.. .000096000 10.16.1.251 1@.36.

) 10.16.1.25

1292 736658 64515 443 » 52942 [PSH, AC
Q. .27 12 7 ) 7 2 [TCP Previous ent not
10.36.9.27 .16.1. 736658 52942 » 443 [ACK] Seq=645

10.1¢

1276 353. .000067000

1278 353. .000081000 10.36.9.27 10.16.1.251 64515 64515 739242 52942 - 443 [ACK] Seq=645
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Discussion

« We've compared based the stream seq #

« We've looked at LEN, ACK, BIF, and packet order
differences

« We tried to compare the “when”, but this is a real
Brain Bender

\ 1]
® O
#sf19us e UC Berkeley e June 8-13



B CAL
4 of O
& %‘*%”1, -,

() We need to visualize this... (@)

« Now that we've seen how Wireshark counts bytes
in flight...

« ...and the challenges of side by side comparisons...

 ..let's look at how we can gain better insight from
using visualization
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(.\ First, a word about Merging i

- What if we could merge captures?

« High Fidelity merge client and service side captures
« Enables Advanced Analytics

* Fine tune “Send Time"” and “Recv Time”
 Explicitly identify drops

« Accurately measure congestion

» Accurately measure Server Response Time
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Circa 20109...
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(.\ Very Different from MergeCap (@)
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2

erged Packet Exchange with

BIF Overlay

E3 Transaction Analyzer: SB_conn52942_merged

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

B RESFEREEGE 20 A%

Tree View| Tier Pair Circle Data Exchange Chart i

B TCP In-Flight Data (bytes): 10.36.9.27 to 10.16.1.251
B TCP In-Flight Data (bytes) 10.16.1 251 to 10.36.9 27

X
25,000
20,0004
15,0004
—
10,0004 —‘—l | "
5,000
: -
Network Packet Chart MNetwark chart only ﬂ
.65 350.7 350.8 350.9 351s 351.1 351.2
L L 1 i T | i - Il L L T i i T - L L |1 L

10.16.1.251

EN

"

\pplication payload size: ‘ ? 0 bytes

1-100

101-500

Dependency delays ‘ Network Delay Application Delay ~ User Think Time

? 501-1000

f 1001-1459

4+ e
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Quick Orientation

E3 Transaction Analyzer: SB_conn52942_merged

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

B RESFEREEGE 20 A%
Tree View| Tier Pair Circle Data Exchange Chart i
B TCP In-Flight Data (bytes): 10.36.9.27 to 10.16.1.251 | J
B TCP In-Flight Data (ytes): 10.16.1 251 t0 10.36.9.27 x
25,000
20,0004
15,0004 1]
10,000 —‘—I—rl—"
5,000
o
=
Network Packet Chart MNetwark chart only ﬂ

.65 350.7 351.1
L P N Y T L P I

10.16.1.251

kNl J D

\PP"Cat“’”PaY“’adSize‘ ? 0 bytes 1-100 101-500 1 soi-1000 1+ 1001-1258 f >= 1460

Dependency delays ‘ Network Delay Application Delay ~ User Think Time
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E3 Transaction Analyzer: SB_conn52942_merged

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

B RESFEREEGE 20 A%

25,000

o

Tree View| Tier Pair Circle Data Exchange Chart i

1%

B TCP In-Flight Data (bytes): 10.36.9.27 to 10.16.1.251 | J
B TCP In-Flight Data (bytes) 10.16.1 251 to 10.36.9 27

20,000

15,000

5,000

Network Packet Chart MNetwark chart only ﬂ

.65 350.7 351.1
L P N Y T L P I

10.16.1.251

kNl J D

\PP"Cat“’”PaY“’adSize‘ ? 0 bytes 1-100 101-500 1 soi-1000 1+ 1001-1258 f >= 1460

Dependency delays ‘ Network Delay Application Delay ~ User Think Time
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E3 Transaction Analyzer: SB_conn52942_merged
File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help
NEBEE=ZEREESE 20 A%
Tree View| Tier Pair Circle Data Exchange Chart i
B TCP In-Flight Data (ytes): 10.36.9.27 to 10.16.1 251 | J
B TCP In-Flight Data (bytes): 10.16.1.251 10 10.36.9.27 X
25,000 n
20,000
15,000
——
10,000 —‘—I | "
5,000
: -
Network Packet Chart MNetwark chart only ﬂ
.65 350.7 350.8 350.9 351s 351.1 351.2
L L 1 L L T i - Il L L T i i T - L L |1 L
\
\ ] 10.16.1.251
kNl 1 .
\pplication payload size ‘ ? 0 bytes 1-100 101-500 1 soi-1000 1+ 1001-1258 f >= 1460
Dependency delays ‘ Network Dgl@y App jon Delay  User Think Time
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What does this upward

& progression tell us about CWND?

E3 Transaction Analyzer: SB_conn52942_merged

B RESFEREEGE 20 A%

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

Tree View| Tier Pair Circle Data Exchange Chart i

W TCP In-Flight Data (aytes): 10.36.9.27 to 10,161 251
B TCP In-Flight Data (bytes) 10.16.1 251 to 10.36.9 27
25,000

1%

20,000

15,000

10,000

5,000

Network Packet Chart

MNetwark chart only

=

.65 350.7
I O N S

351.1
P

10.16.1.251

EN

"

\pplication payload size: ‘ ? 0 bytes

1-100

101-500

Dependency delays ‘ Network Delay Application Delay ~ User Think Time

? 501-1000

f 1001-1459

4+ e
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E3 Transaction Analyzer: SB_conn52942_merged

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

B RESFEREEGE 20 A%
Tree View| Tier Pair Circle Data Exchange Chart i
B TCP In-Flight Data (bytes): 10.36.9.27 to 10.16.1.251 | J
B TCP In-Flight Data (ytes): 10.16.1 251 t0 10.36.9.27 X
25,000 7
20,0004
15,0004
—
10,0004 —‘—l | "
5,000
: -
Network Packet Chart MNetwark chart only ﬂ
.65 350.7
L L 1 i

10.16.1.251

kNl J D

\PP"Cat“’”PaY“’adSize‘ ? 0 bytes 1-100 101-500 1 soi-1000 1+ 1001-1258 f >= 1460

Dependency delays ‘ Network Delay Application Delay ~ User Think Time

#sf19us e UC Berkeley ¢ June 8-13



E3 Transaction Analyzer: SB_conn52942_merged

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

B RESFEREEGE 20 A%

Tree View| Tier Pair Circle Data Exchange Chart i

B TCP In-Flight Data (bytes): 10.36.9.27 to 10.16.1.251
B TCP In-Flight Data (bytes) 10.16.1 251 to 10.36.9 27

1%

25,000

15,000

5,000
: -
Network Packet Chart MNetwark chart only ﬂ
.65 350.7 350.8 350.9 351s 351.1 351.2
L L 1 i T | i - Il L L T i i T - L L |1 L

/
\J 3
\/

10.16.1.251

EN

"

\pplication payload size: ‘ ? 0 bytes

1-100

Dependency delays ‘ Network Delay Application Delay ~ User Think Time

101-500 ? 501-1000

f 1001-1459

4+ e
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Wireshark BIF Chart

Wireshark IO Graphs: Server_side_shifted_Conn52942_converted

1 ms Intervals

24000 - BIF Max

—— BIF Min
20000 -
16000 -
12000 -
8000
4000 -

‘ I I L b1l : :

40 80 120 160 200 240 280 320
Time (s)
Haver over the graph for detais,
Name Display filter Colo Style Y Axis Y Field Smoathing
[ RIF Mav trm analvcic hutec in flinht B rine MAXTY Field) trn analusic hutec in flinht None
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() Looking closer @ timing...
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Network Packet Chart Network chart only ﬂ

s 351.05 351.1 351.15
1 L 1

10.16.1.251
N 1 ;lJ

\pplication payload SiZ‘33| * 0 bytes 1-100 101-500 4 so1-1000 4+ 1o01-1450 * >= 1460

Dependency delays: | Network Delay Application Delay  User Think Time

Ll

= Frame | Source Destination |Size | Send Time |RecvTime |Decode |Labels Decode Summary Jﬁ

807091007 SEQ=2681147293 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.10077 351.16125 TCP D=443 S=52942 ACK=1807093591 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.10787 351.16631 TCP D=443 S=52942 ACK=1807095128 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.8.27 10161251 60 351.10836 351.16635 TCP D=443 S=52942 ACK=1807097712 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 60 35111125 351.17033 TCP D=443 S=52942 ACK=1807100296 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11551 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11557 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11563 351.17531 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792 AIJ
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#998 is dropped

Network Packet Chart Network chart only ﬂ
s 35]].05 351|.15 351|.25 351|.25 352|L.3 351|.35 351|.45 J
- 10.36.9 27|

10.16.1.251
N 1 ;lJ

\pplication payload SiZ‘33| * 0 bytes 1-100 101-500 4 so1-1000 4+ 1o01-1450 * >= 1460

Dependency delays: | Network Delay Application Delay  User Think Time

Ll

= Frame | Source Destination |Size | Send Time |RecvTime |Decode |Labels Decode Summary Jﬁ

807091007 SEQ=2681147293 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.10077 351.16125 TCP D=443 S=52942 ACK=1807093591 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.107: 147298 LEN=0 WIN<<8=65792

10.36.9.27 10161251 60 3511083 H 13 H ” 147298 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 60 3511112 BTW, Cou Id th IS be a tall d rop ? 147298 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.115! 147298 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11557 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11563 351.17531 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792 AIJ
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2 of the DupACKs

Network Packet Chart Network chart only ﬂ
s 351.05 351.1 351.15 351.2s 351.25 351.3 351.35 351.4s J
L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L
: - 10.36.9.27|

10.16.1.251
N 1 ;lJ

\pplication payload SiZ‘33| * 0 bytes 1-100 101-500 4 so1-1000 4+ 1o01-1450 * >= 1460

Dependency delays: | Network Delay Application Delay  User Think Time

Ll

= Frame | Source Destination |Size | Send Time |RecvTime |Decode |Labels Decode Summary Jﬁ

807091007 SEQ=2681147293 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.10077 351.16125 TCP D=443 S=52942 ACK=1807093591 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.10787 351.16631 TCP D=443 S=52942 ACK=1807095128 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.8.27 10161251 60 351.10836 351.16635 TCP D=443 S=52942 ACK=1807097712 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 60 35111125 351.17033 TCP D=443 S=52942 ACK=1807100296 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11551 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11557 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792 h

10.36.9.27 1016.1.251 66 351.11563 351.17531 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792 ' AIJ
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of 3 DupACKs

Network Packet Chart Network chart only ﬂ

351.15
1

10.16.1.251
N 1 ;lJ

\pplication payload SiZ‘33| * 0 bytes 1-100 101-500 4 so1-1000 4+ 1o01-1450 * >= 1460

Dependency delays: | Network Delay Application Delay  User Think Time

Ll

= Frame | Source Destination |Size | Send Time |RecvTime |Decode |Labels Decode Summary Jﬁ

807091007 SEQ=2681147293 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.10077 351.16125 TCP D=443 S=52942 ACK=1807093591 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 10.16.1.261 60 351.10787 351.16631 TCP D=443 S=52942 ACK=1807095128 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.8.27 10161251 60 351.10836 351.16635 TCP D=443 S=52942 ACK=1807097712 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 60 35111125 351.17033 TCP D=443 S=52942 ACK=1807100296 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11551 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11557 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792 h

10.36.9.27 1016.1.251 66 351.11563 351.17531 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792 AIJ
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Network Packet Chart Network chart only ﬂ

s 351.05 351.1 351.15 351.2s 351.25 351.3 351.35 351.4s J
1 L 1 1 1 1 1 L 1

N 1 ;lJ

\pplication payload SiZ‘33| * 0 byl 1-100 101-500 4 so1-1000 4+ 1o01-1450 * >= 1460

ay Application Delay  User Think Time

Ll

Dependency delays: | Metwark

= Frame | Source Desting@bn  |Size | Send Time |RecvTime |Decode |Labels Decode Summary Jﬁ
Npez__J(036927 _Jfoie1. EHEI_EIZI D443 5-52942 ACK-1807091007 SEQ-2631147298 LEN-0 WIN<<8-65792

10.36.9.27 10.16.1. 60 351.10077 351.16125 TCP D=443 S=52942 ACK=1807093591 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 1016181 60 351.10787 351.16631 TCP D=443 S=52942 ACK=1807095128 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.8.27 10161251 60 351.10836 351.16635 TCP D=443 S=52942 ACK=1807097712 SEQ=2681147298 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 60 35111125 351.17033 TCP D=443 S=52942 ACK=1807100296 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11551 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11557 351.17526 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792

10.36.9.27 1016.1.251 66 351.11563 351.17531 TCP D=443 S=52942 ACK=1807101585 SEQ=2681147295 LEN=0 WIN<<8=65792 AIJ
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Discussion

#sf19us e UC Berkeley ¢ June 8-13



Let’s Visualize BIF for the

Entire TCP Connection

B3 Transaction Analyzer: SB_conn52942_merged h
File Edit View

AppDoctor Simulation Reports Capture Advanced

VSR EsTEREEE w20 A% g

Windows Help

ol =]
Tree View| Tier Pair Circle Data Exchange Chart|

B TCP In-Flight Data (bytes): 10.36.9.27 t0 10.16.1.251

B TGP In-Flight Data chvtes): 10161 251 10 10.36.9.27 h |
30,000
20,000 {

10,000

L bl .I . l'
Network Packet Chart

MNetwork chart only
0

200 250
. - . PO S B T R
Frame 216 was dro...
| |
[k

Frame 524 was dro...

10.16.1.251

\pplication payload size | f 0 bytes 1-100 101-500 1 sor-1000 1001-1459 f >= 1460
Dependency delays | Network Delay Application Delay ~ User Think Time
e b
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drill into the 1.4MB Xfer

K3 Transaction Analyzer: SB_conn52942 merged
File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

SEEsZEREEEE S0 A%

Tree View| Tier Pair Circle Data Exchange Chart ‘

B TCP In-Flight Data (byte=) 1036 927 to 10161 251

B TCP In-Flight Data (bytes): 10.16.1 251 10 10.36.9.27 x|
30,000

20,000
40,0004

0 =]

Network Packet Chart Metwork chart only ﬂ
356s 364s 366
. ‘ -]

Frame 1331 was|Retransmission of. mee 18 Retmn5m55|on Of

T

dr{Retransmission of... Retransmission of. Frame 2742 was dr...

Frame 1206 was {Retmnsm@smn of.. J ”u m I I Frame 1636 was dr...|Retransmission of... | | | Frame 2618 was dr...
me 998 was dro... Retransmission of... l [Frame 1440 was dr... Retransmission of[Frame 1858 was dr... Retransmission of...
1 [ Y 1
! IIIII.II TITITEITIA. i 1016 125t
¥l
a *

Application payload SiZE'| f 0 bytes 1-100 101-500 f 501-1000 f 1001-1459 * >= 1460

Dependency delays: | Network D_e\?y Application Delay ~ User Think Time

ot
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o Delay Analysis durin

4] AppDoctor - SB_conn52942_merged \EI@

Summary of Delays |Executive Summary | Diagnosis |Statistics |

Double-click on a section for more information about that source of delay.

Response time: 16.1 sec

10.16.1.251
10369 27

T 10.36.9.27 <> 10.16.1.251

i Network Effects
] Tier Processing | [ Latency B Bandwidih B protocol ] Congestion ‘

Exploded Pie Chart ﬂ [~ showvalues [ Help
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 BIF for receiver side traffic doesn't tell you
much about actual congestion window

» Segmentation offload can create misleading
conclusions on sender capture

» Packet loss on high latency path can have
severe impact on performance
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TCP Split Brain Comparison Summary (Sender vs. Receiver)
Item [ Topic M Sender [ Receiver

0O0S and retransmissions may Generally not very interesting from
Iimpact calculation Ireceiver's capture

Bytes In-Flight

Should be pretty accurate
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Stretch Break
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"N Remember this from Part I
» Client Capture — 121ms

‘ GP_VPN_Chent_Conn52942.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN 2® ) RO Qems=EFIE|=EQaqQaE

L |App\‘,-‘ a display filter ... <Ctrl-/>

No. Time Time delta from previous ¢ Time delta from previous Source Destination Identification Lengtt Sequence numbe Acknowledgmer Bytesin flight  Info
109:11:42.223468 ©.000000000 0.000000000 10.36.9.27 10.16.1.251 ©x0085 (1.. 66 %] %] 52942 -+ 443 [SYN] S
209:11:42.344959% ©.121491000 ©.121491000 10.16.1.251 16.36.9.27 @x77bc (3.. 66 %] 1 443 » 52942 [SYN, A
309:11:42.345046 0.000087000 ©.00008700010.36.9.27 10.16.1.251 0x0091 (1.. 60 1 1 52942 -+ 443 [ACK] S

« Server Capture — 129ms
‘ Server_side_shifted_Conn52942.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 10 LR QRensE=FIEQAQAQAE

‘u ‘Appl‘;- a display filter ... <Ctrl-/>

No. Time Time delta from previ Time delta from previo Source Destination Identification Lengtl Sequence numbe Acknowledgmer Bytes in flight  Info
109:11:42.262470 ©.000000.. ©.0000000.. 10.36.9.27 10.16.1.2.. ©x0085 (1.. 82 %] %] S+, 52942 -5 443 [SYN]
209:11:42.262524 0.000054.. 0.0000546.. 19.16.1.2..108.36.9.27 0x77bc (3.. 66 4] 1 443 - 52942 [SYN, ACK®
309:11:42.351722 ©.129198.. ©.1291986.. 19.36.9.27 10.16.1.2.. 0x0091 (1l.. 60 1 1 52942 -+ 443 [ACK] Seg-
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« What's the definition of latency?

« What's the definition of congestion?

« How can you tell latency from congestion?
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 ...protocol delay

» ...Serialization (bandwidth delay)
 ...server delay (well maybe...)

e ...others?
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() Introducing...1W-TTT
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R LCAL/s
() O\
2l O

(D 1-Way Total Transfer Time @

« Probably other names for this...

« Time required for bits to leave sender and
arrive at receiver...

e TTT == Total Transfer Time
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@V cAL-
& oF O Uk
&osfmn

(.‘ One Possible Formula ®

- 1-Way Total Transfer time (TTT) ......... mMinus
« (Bandwidth Delay + Latency Delay)

« TTT—(BD + LD) == Congestion
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Exaggerated TTT Example

« Bandwidth = 1,000 bps
« Latency = 5 seconds

T=0 10 20 30 40 50
I I I I I I

Client Bandwidth delay

[ 30seconds |

30,000 bits Latency delay
[ 5seconds |

Congestion delay
|15 seconds |
Server

50
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RTT vs. 1-Way TTT

 RTT is not the same as 1-Way TTT
« What can Wireshark tell us about 1-Way TTT?

« Answer: not a lot...but we can infer a few things
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@V cAL-
4 of O
A5 %‘E.*f&"k -,

(D WireShark RTT include PD (@

- 1-Way Total Transfer time (TTT) ......... mMinus

« (Bandwidth Delay + Latency Delay + Protocol
Delay)

« TTT—(BD + LD + PD) == Congestion
o <<<fix>>
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« How can we find examples of congestion in a
capture with Wireshark?

« For TCP we can use RTT2ACK, and infer
congestion based on our knowledge about how
Wireshark calculates RTT2ACK
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It's not Perfect...

 ...but you'll get a decent approximation
« ...however, be aware...

... It could be overstated due to protocol delay
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(D Sender or Receiver Capture (@)

« Which capture would be most interesting to
understand congestion?

« Answer: each one is unique and will tell part of
the story (split brain)
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RTT2ACK Decode

Frame 8: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
Ethernet II, Src: Cisco df:2c:00 (00:11:5d:df:2c:08), Dst: Vmware 8a:77:ca (00:50:56:8a:77:ca)
Internet Protocol Version 4, Src: 10.36.9.27, Dst: 10.16.1.251
v Transmission Control Protocol, Src Port: 52942, Dst Port: 443, Seq: 518, Ack: 93, len: @
Source Port: 52942
Destination Port: 443
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 518 (relative sequence number)
Acknowledgment number: 93 (relative ack number)
@101 .... = Header Length: 20 bytes (5)
Flags: 0x010 (ACK)
Window size value: 257
[Calculated window size: 65792]
[Window size scaling factor: 256]
Checksum: @x694@ [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 6]

ﬁ [The RTT to ACK the segment was: 0.179180000 seconds]

[iRTT: ©.129252000 seconds ]
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Apply as Column

4 0.136901 9.007649 Expand Subtrees Shift+Right L

S G 127215 LA ARRATAGR : :I__
Frame 8: 6@ bytes on wire (480 bit bytes Brpzidial kR
Ethernet IT, Src: Cisco_df:2c:00 (99:11: . Collapse All Ctri+left &

Internet Protocol Version 4, Src: 18.36.9.27,
v Transmission Control Protocol, Src Port: 52942

Apply as Column

Source Port: 52942 Apply as Filter '
Destination Port: 443 Prepare a Filter i’
[Stream index: 8] Conversation Filter v
[TCP Segment Len: @] Colorize with Filter r
Sequence number: 518 (relative sequence r Follow r
Acknowledgment number: 93 (relative ack r : N
@101 .... = Header Length: 20 bytes (5) opy

Flags: 0x010 (ACK) Show Packet Bytes...

Window size value: 257 Export Packet Bytes... Ctri+H

[Calculated window size: 65792] Wiki Protocol Page
[Window size scaling factor: 256]
Checksum: ©x6948 [unverified]

Filter Field Reference

L Protocol Preferences 4
[Checksum Status: Unverified]
Urgent pointer: @ Decode As...
v [SEQ/ACK analysis] Go to Linked Packet
[This is an ACK to the segment in frame: Show Linked Packet in New Window

[The RTT to ACK the segment was: ©.179180000 seconds |
[iRTT: ©.129252000 seconds]

l
1
|
1
l
i
|
'
|
|
|
|
'
|
|
'
|
|
|
|
'
|
|
|
|
|
|
|
'
|
|
|
|
|
|
1
'
|
|
|
|
'
|
|
'
|
|
|
|
'
|
|
|
|
|
|
|
'
|
|
|
|
|
|
|
'
|
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. .\ Column added to our view.

. Server_side_shifted_Conn52942.pcap

File Edit View Go Capture Analyze Statistics ephony  Wireless Tools Help

4 nm ® RE Q&= EE == q Q ¥

Héppl-; a display filter ... <Ctrl-/=

No. Time Display Delta RTT2ACK Source Destination Protocol Lengt SEQ Nxt SEQ ACK Bytes in flight Identification Info
1 6.0060000 0.0000000... 18.36.9.27 18.16.1.251 TCP 82 2] 2] @x0085 (133) S+, 52942 » 443 [SYN]
2 0.000054 0.0000540.. 0.000054000 10.16.1.251 10.36.9.27 TCP 66 1%} 1 @x77bc (30.. 443 > 52942 [SYN, ACK]
3 9.129252 ©.1291980.. 0.129198000 10.36.9.27 18.16.1.251 TCcP 68 1 1 @xP091 (145) 52942 » 443 [ACK] Seqg=
4 8.136901 0.00764980... 10.36.9.27 10.16.1.251 TLSvl 571 1 518 1 517 0x0095 (149) Client Hello
508.137315 0.0004140.. 0.000414000 10.16.1.251 10.36.9.27 TLSvl 140 1 87 518 86 0x77de (30.. Server Hello
6 08.138365 0.0010500.. 18.16.1.251 10.36.9.27 TLSv1 60 87 93 518 92 0x77e5 (30.. Change Cipher Spec
7 9.138443 0.0000780... 10.16.1.251 10.36.9.27 TLSvl 187 93 146 518 145 0x77e6 (30.. Encrypted Handshake Me
8 @.317545 ©.1791020.. 0.179180000 10.36.59.27 10.16.1.251 TCP 60 518 93 BXBBdS (213) 52942 » 443 [ACK] Seq-

¢ . ;] 6.1.25 3 3 | > 0 r
12 8.318137 0.0000280.. 0.000108000 10.16.1.251 10.36.9.27 TCP 54 146 614 @x77f2 (30.. 443 > 52942 [ACK] Seq=
13 0.319024 0.0008870... 10.36.9.27 10.16.1.251 TLSvl 475 614 1035 146 421 0x@0db (219) Application Data
14 ©.319391 0.0003670.. ©.000367000 10.16.1.251 10.36.9.27 TLSvl 443 146 535 1035 389 @x77f4 (30.. Application Data
15 0.661476 0.3420850.. 0.342085000 10.36.9.27 10.16.1.251 TCP 60 1035 535 @x@115 (277) 52942 » 443 [ACK] Seq=
. p 1 = 3




Sort by RTT2ACK

Server_side_shifted_Conn52942.pcap

File Edit View Go Capture Analyze Statistics J#fephony Wireless Tools Help

Am2® RE Qe E S EQaaE
|ﬂ |.-'5\|J|J|‘,-' a display filter ... <Ctrl-/>
Mo. Time Display Delta RTT2ACK Source Destination Protocol Lengt SEQ Nxt SEQ ACK Bytes in flight Identification Info
15 0.661476 0.3420850.. 0.342085000 10.36.9.27 10.16.1.251 TCP 60 1835 535 Ox0115 (277) 52942 - 443 [ACK] ¢
1844 409.110547 ©.3348640.. 0.334864000 10.36.9.27 18.16.1.251 TCP 60 66455 1904975 @x5599 (21.. 52942 - 443 [ACK] ¢
576 317.047693 0.3324770.. ©.332477000 10.36.9.27 108.16.1.251 TCP 60 61717 377692 @x40f4 (16.. 52942 - 443 [ACK] ¢
248 130.359245 ©.3319/00.. ©.331970000 10.36.9.27 18.16.1.251 TCP 60 18971 203944 @x1c31 (72.. 52942 - 443 [ACK] ¢
472 233.001809 0.3291090.. ©.329109000 10.36.9.27 10.16.1.251 TCP 60 45031 363432 Ox323e (12.. 52942 -» 443 [ACK] ¢
427 220.077289 0.3277390.. ©.327739000 10.36.9.27 10.16.1.251 TCP 60 37139 358625 Ox2f9c (12.. 52942 - 443 [ACK] ¢
416 187.728667 ©.3276030.. ©.327603000 10.36.9.27 18.16.1.251 TCP 60 35849 358124 @x2731 (10.. 52942 - 443 [ACK] ¢
163 78.246969 0.3255870.. ©.325587000 10.36.9.27 18.16.1.251 TCP 60 5499 189187 @x124e (46.. 52942 - 443 [ACK] ¢
399 163.546123 ©.3252160.. ©.325216000 10.36.9.27 10.16.1.251 TCP 60 32587 356957 @x22el1 (B9.. 52942 - 443 [ACK] ¢
489 266.335429 0.3239360.. ©.323936000 10.36.9.27 10.16.1.251 TCP 60 46651 366738 Ox38b0 (14.. 52942 - 443 [ACK] ¢
214 91.593018 0.3211180.. ©.321118000 10.36.9.27 10.16.1.251 TCP 60 12911 200362 @x1665 (57.. 52942 - 443 [ACK] ¢
231 93.964672 0.3205830.. ©.320583000 10.36.9.27 10.16.1.251 TCP 60 16455 202398 ©x173b (59.. 52942 - 443 [ACK] ¢
463 222 .872859 ©.3201716.. ©.320171000 10.36.9.27 18.16.1.251 TCP 68 42063 362598 Bx3128 (12.. 52942 - 443 [ACK] ¢
1827 366.088071 ©.3141830.. 0.319613000 10.36.9.27 10.16.1.251 TCP 60 64515 1903829 @x4bda (19.. 52942 - 443 [ACK] ¢
585 320.137510 0.3186380.. ©.318638000 10.36.9.27 10.16.1.251 TCP 60 63785 378502 @x4183 (16.. 52942 - 443 [ACK] ¢
502 267.288661 ©.3182760.. ©.318276000 10.36.9.27 10.16.1.251 TCP 60 49753 368097 0x38d9 (14.. 52942 - 443 [ACK] ¢
478 235.499155 0.2021440.. ©.317403000 10.36.9.27 10.16.1.251 TCP 60 45617 366285 @x32ad (12.. 52942 - 443 [ACK] ¢
511 268.175565 ©.3151296.. ©.315129908 10.36.9.27 18.16.1.251 TCP 60 51821 369003 Bx38f1 (14.. 52942 - 443 [ACK] ¢
450 221.215483 0.3124580.. ©.312458000 10.36.9.27 10.16.1.251 TCP 60 48229 361407 @x3087 (12.. 52942 - 443 [ACK] ¢
127 37.284770 0.1287350.. ©.246999000 10.36.9.27 108.16.1.251 TCP 66 2489 173312 @x094d (23.. 52942 > 443 [ACK] ¢
1532 361.579939 ©.0278840.. 0.243206000 10.36.9.27 18.16.1.251 TCP 66 64515 1567028 Ox4ab9 (19.. 52942 - 443 [ACK] ¢
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\

& Zoom in ? little...

No. Time Display Delta RTI’ZACl\(/ Source Destination Protocol
'H—b 15 0.661476  0.3420850.. 0.342085000 10.36.9.27 10.16.1.251 e N
Anm 1844 409.110547 ©.3348640.. 0.334864000 10.36.9.27 10.16.1.251 TCP

LI 576 317.047693 ©.3324770.. ©.332477000 10.36.9.27 10.16.1.251 TCP  ——
248 130.359245 0.3319700.. 0.331970000 10.36.9.27 10.16.1.251 TCP  ackg ¢
| 472 233.001809 0.3291090.. 0.329109000 10.36.9.27 10.16.1.251 TP g
427 220.077289 ©0.3277390.. 0.327739000 10.36.9.27 10.16.1.251 fcp bod

A16 187.728667 ©.3276030.. 0.327603000 10.36.9.27 10.16.1.251 TCP

163 70.246969 0.3255870.. 0.325587000 10.36.9.27 10.16.1.251 TCP ack] ¢

399 163.546123 0.3252160.. 0.325216000 10.36.9.27 10.16.1.251 TP nag «

489 266.335429 ©.3239360.. 0.323936000 10.36.9.27 10.16.1.251 TP A

1 214 91.593018 ©.3211180.. ©.321118000 10.36.9.27 10.16.1.251 FCR AR
231 93.964672 0.3205830.. 0.320583000 10.36.9.27 10.16.1.251 TCP k] ¢

463 222.872059 ©.3201710.. 0.320171000 10.36.9.27  10.16.1.251 TP nog ¢

1827 366.088071 ©.3141830.. 0.319613000 10.36.9.27 10.16.1.251 TCP g ¢

COC DNNA 477CANA N NA0£H0Nn A NAanrFanAAA AN DC N N7 AN Ac A NrcAa Trn TACK] ¢

1 TACK] ¢
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{ Server_side_shifted_Conn52942.pcap

le Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

(W2® LR QewsEF B aqal

|.-'5k|J|J|‘,-" a display filter ... <Ctrl-/=

8 Time . Delta Prev Source Destination TCP Len  Sequence number Next seq Ack Bytes in flight Info
12 @.318137 0.000028000 10.16.1.251 18.36.9.27 (5] 146 146 614 443 » 52942 [ACK]
13 @.3190824 0.000887000 10.36.9.27 16.16.1.251 421 614 1035 146 421 Application Data
14 @.319391 ‘8.668367688 18.16.1.251 10.36.9.27 389 146 535 1035 389 Application Data

« Could this be right? We just established RTT is
120-ish ms

« What is interesting about this ACK?



[ Server_side_shifted_Conn52942.pcap

le Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
(m ® RE QesEF ) aaqafE
|~'p|_‘.|-,- a display filter ... <Ctrl-/=>
8 Time . Delta Prev Source Destination TCP Len  Sequence number Next seq Ack Bytes in flight Info
12 @.318137 0.000028000 10.16.1.251 18.36.9.27 %) 146 146 614 443 » 52942 [ACK]
13 @.3190824 0.000887000 10.36.9.27 16.16.1.251 421 614 1035 146 421 Application Data
14 @.319391 ©.000367000 19.16.1.251 10.36.9.27 389 146 535 1035 389 Application Data
M GP_VPN_Client_Conn52942.pcap b
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ RE QewmEFS ) aqaarsE
| |~'|:.|3I-_.-ac|ispla-_.- filter ... <Ctrl-/=
No. Time . Delta Prev Source Destination TCP Len  Sequence number Next seq Ack Bytes in flight Info
10 ©.321933 0.000216000 10.36.9.27 10.16.1.251 37 577 614 146 96 Application Data
11 8.326855 0.004922000 10.36.9.27 16.16.1.251 421 614 1835 146 517 Application Data
12 8.442252 B.11 0.16.1.25° 18.36.9.27 % 146 146 518 [TCP Dup ACK 5#1] A
13 ©.442287 ©.000035000 19.16.1.251 19.36.9.27 %) 146 146 614 443 - 52942 [ACK] ¢
14 ©.452920 0.010633000 10.16.1.251 10.36.9.27 389 146 535 1835 389 Application Data
15 8.662186 p.209186000 10. 9 10.16.1 1 35 52942 » 443 [ACK] ¢
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* Server shows 342ms RTT2ACK

« 1TTT + Delayed ACK Timer + 1TTT

» Delayed ACK Timer 209ms (from client capture)
 RTT 342ms — 209ms == 133ms (2 X 1TTT)
 Is this in the ball park?

« What's the smallest latency we’ve seen so far in
these captures?
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E3 Transaction Analyzer: GP_VPN_Client_Conn52942_converted

=N ol =%
File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help
AEEEeFEREEAGR &0 Al %4

Tree View| Tier Pair Circle 'Data Exchange Chart I

Metwork Packet Chart |I\le'f\-\rorl-<char‘rcmlyr ﬂ
P L ..0]5....Uiﬁ....U'ujr....u'fis....J
m 1036527
=
\
\
and ACKﬂags ‘Q
\'\
\
342 m “
LY
S \ 10.16.1.251 |
KN — 1
TCP:| * Carries Data * Dataless ACK Retransmission Conn. Control Mot TCP
Dependencydelays;| Netwiork Delay Application Delay ~ User Think Time
= Frame |Source Destination |[Size |Send Time |RecvTime |Decode |Labels Decode Summary Jﬁ
M+ Jnote12s1 Jio36927  Jmas Jlo3so7+  Jlo4s292  JSSL___ ]l JApplicationData
AN 15

10.36.9.27 10161251 60 0.66211

0.72226 TCP D=443 5=52942 ACK=1806579288 SEQ=2681083818 LE
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E3 Transaction Analyzer: GP_VPN_Client_Conn52942_converted
File Edit View AppDoctor

VDEEHESZJEREEGEE 29 A %d

Simulation Reports Capture Advanced Windows Help

= e

Tree View| Tier Pair Circle 'Data Exchange Chart I

10.36.9.27

10161251 60 0.66211 0.72226 TCP

Metwork Packet Chart |Networ|-< chartonly ﬂ
m LEEEL
and ACK ﬂags
10.16.1.251 |
| < 11 I
TCP:| * Carries Data * Dataless ACK Retransmission Conn. Control Not TCP
Dependency delays: | Netwiork Delay Application Delay ~ User Think Time
= Frame |Source Destination |[Size |Send Time |RecvTime |Decode |Labels Decode Summary Jﬁ
10161251 [1036927 J#43 J 0o Jloasz2 JssL_ | |
AN 15

lApplication Data

D=443 5=52942 ACK=1806579288 SEQ=2681083818 LE
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Discussion
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But Walit!

I thought we
were here to
talk about

congestion? We are, but it

turns out we
really need to
understand
latency first...
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Can we Predict RTT?

 Forget the terms “Client” vs. “"Server” momentarily
- Consider instead the terms “"Sender” vs. "Receiver”

« What would you expect the possible time
components for RTT to be for a Receiver capture?

 ...and for a Sender side capture?
« (assume there’s “some” latency between hosts)
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* Should be....

 Either super fast, or....
 Influenced by Delayed ACK Timer, and/or...

« Influenced by OOS and retransmissions

#sf19us e UC Berkeley e June 8-13



Receiver Capture

GP_VPN_Client_Conn52942.pcap

File Edit View Go Capture Analyze »5tatistics Telephony Wireless Tools Help

Am @ RNE Qe EF I = QQQTE
L |i[:ln.sr::::l[].3|5.9.22lr and tcp.ack
Mo. Time Display Delta RTT2ACK Source Destination Protocol Lengt SE
802 317.026007 ©.3364850.. 0.220023000 1©.36.9.27 18.16.1.251 TCP 68
2802 489.0877683 ©0.3547320.. 9.219042000 10.36.9.27 18.16.1.251 TCP 68
372 136.354837 0.3647800.. 0.216986000 10.36.9.27 18.16.1.251 TCP 68
693 232.087088 0.3066830.. 0.215657000 10.36.9.27 18.16.1.251 TCP (515
648 220.063761 ©.3659360.. 9.214056000 1©.36.9.27 18.16.1.251 TCP (515
282 70.248606 0.3318760.. ©.212625000 10.36.9.27 18.16.1.251 TCP (614
620 163.537560 ©.3256960.. ©.211226000 10.36.9.27 18.16.1.251 TCP (1%
637 187.715400 ©0.3605700.. ©.210541000 1©.36.9.27 18.16.1.251 TCP 68
15 @.662186 0.3352510.. 0.209186000 10.36.9.27 18.16.1.251 TCP 68
712 266.317298 ©.3284240.. ©.208263000 10.36.9.27 18.16.1.251 TCP 68
684 222.859518 ©.3231210.. 0.207934000 10.36.9.27 18.16.1.251 TCP 68
229 01 SO1A764 0 2IAALTA 0 INEEAAARA TR 6 Q 27 18 16 1 251 Tro 0
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GP_VPN_Client_Conn52942.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am:® RE QeEmEF S = QAQAQE
L] | ip.src==10.36.9.27 and tcp.ack
Mo. Time Display Delta RTT2ACK Source Destination Protocol Lengt SE
811 320.115862 ©.3225300.. 0.202245000 10.36.9.27 18.16.1.251 TCP 60
701 235.483424 ©.2016010.. 9.201519000 10.36.9.27 190.16.1.251 TCP 68
671 221.203368 ©.3181770.. 0.200372000 10.36.9.27 18.16.1.251 TCP 60
725 267.269834 ©.3191500.. ©.199498000 10.36.9.27 190.16.1.251 TCP 68
734 268.157974 ©.3371820.. 0.199639000 10.36.9.27 18.16.1.251 TCP 60
237 37.289042 ©.1309120.. ©.130032000 10.36.9.27 190.16.1.251 TCP 66
145@ 354.7868978 @.1197230.. 0.119749000 10.36.9.27 18.16.1.251 TCP 66
898 350.362526 ©.1169930.. 9.117034000 10.36.9.27 190.16.1.251 TCP 66
2423 362.362376 ©.1166830.. 0.116730000 10.36.9.27 18.16.1.251 TCP 66
544 161.723558 ©.1155250.. ©.115561000 10.36.9.27 190.16.1.251 TCP 66
2429 362.589773 0.11320409.. 0.112660000 10.36.9.27 19.16.1.251 TCP 66
223 37.156369 ©.1126270.. ©.112592000 10.36.9.27 180.16.1.251 TCP 66
2164 360.3008762 @.1105549.. 0.110803000 10.36.9.27 19.16.1.251 TCP 66
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A little more...

GP_VPN_Client_Conn52942.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am:® RE QewEg s = aQQQQE

] |ip.src==10.3ﬁ.9.2? and tcp.ack

Ma. Time Display Delta RTT2ACK Source Destination Protocol Lengt SEQ Mxt SEQ ACK Bytes in flight
1276 353.318049 ©.1081350.. 0.108039000 10.36.9.27 18.16.1.251 TCP 66 64515 736658
1026 351.302439 ©.1077020.. 0.107719000 1©.36.9.27 18.16.1.251 TCP 66 64515 538554
2798 488.722806 0©0.2407710.. ©.097923000 10.36.9.27 18.16.1.251 TLSv1 91 65805 65842 19843308 37
790 316.421480 ©.2089070.. 0.090034000 10.36.9.27 18.16.1.251 TLSv1 91 58951 58988 3765689 37
721 266.949789 ©.2010080.. 0.033156000 10.36.9.27 18.16.1.251 TLSv1 91 48719 48756 367644 37
1869 358.013284 ©.0693960.. 0.869474000 16.36.9.27 18.16.1.251 TCP 66 64515 1194441
1842 357.663194 ©.0665820.. 0.066870000 10.36.9.27 18.16.1.251 TCP 66 64515 1176383
616 163.211546 ©.1800120.. 0.058368000 10.36.9.27 18.16.1.251 TLSv1 91 31985 32022 356728 37
1234 352.851227 ©.0525390.. @.@52570000 10.36.9.27 18.16.1.251 TCP 66 64515 702851
2757 365.385222 ©.0454750.. 0.045521000 1©.36.9.27 18.16.1.251 TCP 66 64515 1882337
588 162.150863 0.1607900.. 0.845297000 10.36.9.27 18.16.1.251 TLSv1 91 25147 25184 354325 37
398 160.4573060 0.1626900.. 0.842474000 10.36.9.27 18.16.1.251 TLSv1 91 22611 22648 208897 37
2411 362.124808 ©.0002540.. 0.041259000 1©.36.9.27 18.16.1.251 TCP 66 64515 1616554
772 315.850050 ©.1564160.. 0.839567000 10.36.9.27 18.16.1.251 TLSv1 91 56447 56484 374489 37
876 350.168639 ©.0390360.. 9.939057000 10.36.9.27 18.16.1.251 TCP 60 64515 426231
608 162.896272 ©.1763580.. 0.036330000 10.36.9.27 18.16.1.251 TLSv1 91 29917 29954 356014 37
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~Speed of Light RTT2ACK

GP_VPN_Client_Conn52942.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AmI® e QesxzF $ =| & q QI

L] |ip.src::10.36.9.2}' and tcp.ack

Mo. Time Display Delta RTT2ACK Source Destination Protocol Lengt SE

38.121578 0.1215780.. ©.008087080 10.36.9.27 18.16.1.251 Tcp 60

1721 356.959605 0.0701470.. 0.000086000 10.36.9.27 10.16.1.251 Tcp 60
1548 355.745007 ©.0056280.. 0.000086000 10.36.9.27 10.16.1.251 TCcP 68
1370 354.071835 0.1174480.. 0.000086000 10.36.9.27 10.16.1.251 TCcpP (515
827 349.835037 ©.0525150.. 0.0000386000 10.36.9.27 10.16.1.251 TCP 60
1607 356.082710 ©.0493180.. 0.000085000 10.36.9.27 10.16.1.251 TCP 60
1397 354.309562 0.0014210.. 0.000084000 10.36.9.27 10.16.1.251 TCP 60
1774 357.241149 ©.0330300.. 0.000083000 10.36.9.27 10.16.1.251 TCP 60
11309 352.257895 ©.0038540.. 0.000083000 10.36.9.27 10.16.1.251 TCP 60
2161 360.196208 ©.0000630.. 0.000082000 10.36.9.27 10.16.1.251 TCP 60
1934 358.880249 ©.9431530.. 0.000082000 10.36.9.27 18.16.1.251 TCP 60
1887 358.362037 ©0.1141560.. 0.000082000 10.36.9.27 18.16.1.251 TCP 60
1151 352.377666 ©.0026340.. 0.000082000 10.36.9.27 18.16.1.251 Tcp 60
1118 352.144618 ©.0005570.. 0.000082000 10.36.9.27 18.16.1.251 Tcp 60
2012 359.356148 ©.0038660.. 0.000081000 10.36.9.27 18.16.1.251 Tcp 60
1914 358.720700 ©.0735500.. 0.000081000 10.36.9.27 18.16.1.251 Tcp 60
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Sender Capture

* Neverlessthan 2 x TTT (...right?)
« Add in Receiver’s Delayed ACK Timer and/or

« Add in Receiver’s time to wait for sender fixing OOS
and Packet Loss

#sf19us e UC Berkeley e June 8-13



Sender Capture

Server_side_shifted_Conn52942.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

0.0000440.. 108.36.9.

O 4 J 1 .

Ad B () RE QEeE=pEF S =SS QAQAQE
| |ip.src::1[].36.9.2? and tcp.ack
Mo. Time Display Delta RTT2ACK Source Destination Protocol Le
455 222.4114685 ©.1134350.. ©.112552000 10.36.9.27 19.16.1.251 TLSv1
551 315.987634 ©.1133700.. 0.112416000 10.36.9.27 10.16.1.251 TLSv1
1335 359.248107 ©.02899/0.. 9.112358000 10.36.9.27 18.16.1.251 TCP
446 220.897274 ©.1128570.. 9.112227000 10.36.9.27 18.16.1.251 TL5Sv1
ﬂ 555 316.105779 ©.1117320.. 9.111039000 10.36.9.27 19.16.1.251 TLSv1
1859 469.3925600 9.27 10.16.1.251 TCP

1857 469

A 1 T T - 10 ~ 4 AC-
1836 408.511918 2.2574140.. 10.36.9.27 10.16.1.251 TLSv1 91
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More Visualizations

« Congestion is really hard to analyze with lists of
packets and time deltas

 Let’s use visualizations starting at the 10K foot view
and then drill down to the details

« We'll use merged captures...
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£3 Transaction Analyzer: SB_conn32942_merged h
File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help | Merge Of both Captures

wark Packet Chart Metwodk ¢ -
u i lI 1 'l i ‘I ‘I i—

' | | I 10.36.0.27

[

Frama 216 was dro...] |_ | -‘ “
’ (Frame 524 was dro...

162D, 142 R g

10.16.1.251

Entire capture visualized

You can see bursts of packet exchanges
You can see the 10 sec keep alive pattern
* You can see call outs for packet loss
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£3 Transaction Analyzer: SB_conn32942_merged

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

Overlay chart of the Congestion Metric

Tree View| Tier Pair Circle Data Exchange Chart i

M Packet Congestion (seconds) 10.36.9.27 t0 10.16.1.251
W Packet Congestion (secondsy 10.16.1.251 10 10.36 9.27

— Congestion reported for each direction

X
0144
0124
0.0
0.084
0.0
0.04
002k 1 A * L1 I
0.00 J
Network Packet Chart |Netwurk chartonly -
0 a0 100 150s 200 250 300 400 450 SUJ
L L L 1 L L L L L i I L i I I L L I 1 I I I 1 I I 1 I I 1 I i 1
| I | I I | I 10.36.9.27]
Frame 216 was dro...
Frame 524 was dro...
| 10.16.1.251

Application payload size | f 0 bytes 1-100
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Let's Zoom-In

£3 Transaction Analyzer: SB_conn32942_merged EI@

File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

NEHEeTEREES WL 0% B
Tree View| Tier Pair Circle Data Exchange Chart i
M Packet Congestion (seconds) 10.36.9.27 t0 10.16.1.251 | J
W Packet Congestion (secondsy 10.16.1.251 10 10.36 9.27 =
0144
0124
0.0
0.084
0.0
0.04
002 1 - 4@4» P | 4—] ‘ t P '
0.00 J
Network Packet Chart |Netwurk chartonly ﬂ
0 a0 100 150s 200 250 SUJ
L L L 1 L L L L L L L L I L I L I 1 I i 1
| I | 10.36.9.27]
Frame 216 was dro...
Frame 524 was dro...
| I I | I 10.16.1.251
Application payload size | 1‘ 0 bytes 1-100 101-500 1 soi-000 1 too1-14ss 1‘ >= 1460
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&»

-+ Transaction Analyzer: SB_conn52942_merged
File Edit View AppDoctor Simulation Reports Capture Advanced Windows Help

WEEEsTEREEGER 2 2 A% a

Tree View| Tier Pair Circle Data Exchange Chart i

B Packet Congestion (seconds) 10.36.9.27 to 10161 251 | J
W Packet Congestion (seconds)y 10.16.1.251 to 10.36.9.27 X
014
0124
0104
0084
006
0.04
0.02
ooo J
Network Packet Chart Network chart only ﬂ
350 358 360 362 364s 366 J
| | L L | L i
dr{Retransmission of... I Frame 1331 was| Retransm\sslun nf I ‘ | Frame 18 Retransmlsslun of... | Retransmission of... Frame 2742 was dr...
ion uf]]l““m Frame 1206 was (Retmnsmssmn of.. J" Ill Frame 1636 was dr... [Retransmission of... Frame 2304 was dr... 2x R Frame 2618 was dr...
me 998 was dro... Retransmission of... Frame 1440 was dr... Retransmission of|Frame 1858 was dr. Retransmis{Frame 2427 was dr... Retransmission of...
3 4
! LT TINEIDRAPTURNRT AR TN | . 00 1257
J 3 Il
<] — G

Application payload S‘293| f 0 bytes 1-100 101-500 4+ sot-1000 4 10011450 f >= 1460
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vanced Analytics: ~ 20% of

overall delay (blue)

4] AppDoctor - SB_conn52942_merged \EI@

Summary of Delays |Executive Summary | Diagnosis |Statistics |

Double-click on a section for more information about that source of delay.

Response time: 16.1 sec

10.16.1.251
10369 27

T 10.36.9.27 <> 10.16.1.251

i Network Effects
] Tier Processing | [ Latency B Bandwidih B protocol ] Congestion ‘

Exploded Pie Chart ﬂ [~ showvalues [ Help
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() Why so much congestion?

- NYC VPN
SFCVPN o W HQ - ‘N_,‘i
Gateway S

SFC Web
Server *
) i Home
* Multiple Tunnels & Protocols (ISP Office
- o, Orland
« Multiple ISPs ( R

'L

« VPN Client Overhead?

| ) Q.
« ESX Host Oversubscribed? ‘
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« Any surprises about the amount of congestion?

« Congestion occurs in both directions

 Does this view help to explain how congestion
impacts performance?
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TCP Split Brain Comparison Summary (Sender vs. Receiver)
Item [ Topic B Summary B Sender B Receiver -

Can include receiver's Delaved Generally Super Fast! When less than
8 RTT2ACK . Y Delayed ACK Timer, could reflect
ACK Timer; never less than 1 RTT .
degraded condition for TCP stack
9 |Congestion Requires advanced analytics
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 Interpreting TCP behavior can be confusing and
complicated, especially when there is “high” latency
in the path

« Captures from both end points can be beneficial

* You need to split your brain into “server
perspective” and “client perspective”
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« Wireshark features are extremely helpful, but can
only take you so far

* Visualization can help you understand behavior and
quickly interpret root cause

» Advanced analytics are icing on the cake...
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N\ Recap Part I Topics

« Background on app, topology, and symptoms

« Compare and Contrast (aka Split Brain)
« 3-way Handshake
« Latency
« Expert Info
* Fragment Overlaps ,00S, Retransmissions
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e Continue where we left off

« Compare and contrast...
« Bytes in Flight
« Congestion

« Session Wrap-Up
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Full Summary Results

Sender vs. Receiver

1  |SYN Options MSS, Scaling, TimeStamps, SACK  [Negotiation & Adapt Negotiation & Adapt
2 Latency Can be different in each direction
Diff t Stat t start d
3 TCP State fiterent States at startup an Closed, SYN-Sent, Established Listen, SYN-Received, Established
shutdown
4 Expert Info
41 |Duplicate ACK Should be close to the same on
both captures
Not expected on sender; but
4.2 |00s retrans could be interpretted as  |Will be higher than sender
00S
Will be higher th: iver; could
4.3 |Retransmissions D Might be flagged as 00S
also be flagged as 00S
a4 Previous Segement Can be different Not erxpected on s-ender.un-lesg Expected on receiver when there's
Mot Captured there's a capture integrity issue  |packet loss or 00S
Could be side effect of
4.5 |SSL Errors oulebe =i .e strect o Not expected Likely to be reassembly issue
reassembly in presence of 00S
4.6 |Fragment Overlap Most Iikelyl caused by Most Iirl-(el\; to show up on R.eceiver could flag overlap using SACK
Segmentation Offoad Sender's capture field
5  |Frame Sizes Can be different Effects of LSO / IP Fragmentation |Effects of LRO
ACKs will usually apply to Interpretation can seem confusing,
6  |Display Time Delta |Very unigue to each endpoint segments sent much earlier in especially when lots of packets are in
time flight
7 |Bytes In-Flight F)OS and retran.smissions may Should be pretty accurate Gem.arallly not very interesting from
impact calculation receiver's capture
G lly S Fast! When less th
Can include receiver's Delayed enerally upe.r & &n fess than
8 RTT2ACK ) Delayed ACK Timer, could reflect
ACK Timer; never less than 1 RTT -
degraded condition for TCP stack
9 |Congestion Requires advanced analytics
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() Final Questions / Comments
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End of Session
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