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At A Glance

TCP Stream Reassembly

e
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| Mooy Gristnean

Stream Content

Al

Data Frame

192.168.1.197
BuffaTD 6f:03:c7

134
133

. 2350863
235078

128.121.79.158

Inte1c0;_ll:68:d6

.235107

137 5

138 5.235121 152.168.1.197 128.121.79.138

139 5.235138 Intelcor_11:68:d&
®= Frame 136 (138 bytes on wire, 138 bytes captured)

* PPI wersion 0, 48 bytes

Typesubtype: QoS Data (0x28)
# Frame Control: 0x0188 (normal)
puration: 44

Bss Id: Buffalo_&6f:03:c7 (00:16:01:6F:03:cC7)
source address: Intelcor_11:68:d6 (00:12:f0:11:68:d6)
pestination address: Icom_27:f9:b2 (00:01:02:27:F9:h2)
Fragment number: O
seguence number: 985
H Frame check sequence:
[# QOS5 parameters
# Logical-Link Contral

Ox6bfcaisch [correct]

|ZET / HTTR/ /1.0
Host: www. google.ca
nccept: text html,
nccept-Encoding: gzip,
lnccept-Language: en
User—agent: Lynx/2.8.5rel.5 Tibwww-FM/2.14 SSL-MM/1.4.1 OpenssL/0.9.8e

text/plain, text sgml, */%;g=0.01

compress

HTTP/1.0 200 OK

ICache-Control: private

Content-Type: textyshtml; charset=IS0-8559-1 =|
set-Cookie: PREF=ID=cl4fTh51azfE087chiTM=1177427562 :LM=1177427562 :5=svMe-316hxnoqeUa;
expires=sun, 17-Jan-2038 19:14:07 GMT; path=/; domain=.google.ca

Server: Gws/2.1

Date: Tue, 24 apr 2007 15:12:42 GMT

iConnection: Close

<htmlz<head><meta http-equiv="content-type" content="text html;
charset=IS0-8359-1"><titlexGoogle</title><styles<! —- =
bod¥ Jtdya, pyhifont-family:arial,sans-serif}
{font-size:20px}
.hicolor:#3366cc])
.q{c010r:#00c}
< sty les
<scripts
! ——
Ffunction sfT(){document.f.q.focus(J;
-
< scripts
</head><b0d bgc010r =4 text=#000000 Tink= =#0000cc y1link=#551asgh a11nk #Ffoooo
onload="sf(); iT(document. images){new Image(j src= i1mageslnav 10g03 prng' }" topmargin=3
arg1nhe1ght =3r<center><div align=right Td=guser style="font-size:84%; padding-

® Internet protocol, src: 192.168.1.157 (192.168.1.197), DI | hottom:4px” width=l00%><nobr><a href="/url?sa-pépref=1g&pval=3&g=http ://www, google. ca/
® Transmission Control Protocol, Src Port: 3120 (31200, Dst 1g%3Fh1%3Den&us§ =AFrgEzfLTpEgdgdTMFBAvHxexTd4wiZiskw »Personalize this page</a>&nbsp | 5
e B S = Pt SN R PR SR B PRt ) e TS NPy i, [P i
T (TR VIV LY R LV Gk S VL VLV v T LT LI N v T 4T gL i ; | .:
D010 A8 00 00 00 Ol 00 Gc 00 &c 0O 00 00 00 00 od ag 0 m Entire conwersation (3450 bytes) E|®ASCIIOEBCDIC ") Hes Dump ) C Arravs () Raw
D020 03 00 0C 00 00 00 00 00 74 01 08 00 00 00 00 00
ggig & LE L [ Close ] I Filter Qut This Stream ]
0050
00a0
0070
0080
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Supported Fields

m Data Frames
0 A-MPDU aggregation/de-aggregation
0 A-MSDU de-aggregation

m Control

1 Block Ack N ————

# Frame Control: Ox00D0 (Mormal)

0 Block Ack Request buration: 314
cestination address: Buffalo_&F:03:c7 (00:16:00 6703070
] Contr()l Wrapper Source address: Cisco-Li_af:c5:d3 (00:18:f8:af:c5:d3)

Bss Id: Buffalo_&f:03:c7 (o0:16:01:6F:03:C7)
Fragment number: O
Seguence number: 1283

| Management Frame check seguence: OxfEf01340 [correct]

) =fIEEE 802.11 wireless LaW management frame
| AC'[IOI’] [EI Fixed parameters ]
1 Action No Ack

# action: 0x03
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Supported Fields - Continued

= High Throughput (HT) Control (+HTC)

= Information Fields
1 High Throughput (HT) Capabillities
0 High Throughput (HT) Information

m Fixed Fields

0 Power Save Multi-Poll (PSMP) station Information
1 Multiple Input Multiple Output (MIMO) Control

April 1, 2008 © 2008 CACE Technologies 4



A CACE

TECHNOLOGIES

Aggregated Mac Service Data Units (A-MSDUs)

= IEEE 80:Z.11 Aggregate MsDU
=fa-MsoU subframe #1 R
bestination address: Cisco-Li_af:c5:d3 (00:18:Ff8:af:c5:d3)
Source address: 3com_27:f9:b2 (00:01:02:27:F%:h2)
MsDU length: 0x0570
= Mac Service Data uUnit (MsDUD
F Logical-Link Cormtrol
® Internet Protocol, Src: 7F5.25.44.13 (75.25.44.130, Dst: 192
F User Datagram Protocol, Src Port: 62619 (626190, Dst Fort:
\ Data (136% hbytes) J
=fa-msoU subframe #2 )
bestination address: Cisco-Li_af:c5:d3 (00:18:Ff8:af:c5:d3)
Scource address: 3com_27:f9:b2 (00:01:02:27:F0:h2)
MsDU length: 0x057D
= Mac Service Data Unit {(MsDU)
# Logical-Link Control
® Internet Protocol, Src: 75.25.44.13 (75.25.44.130, Dst: 192
# User Datagram Protocol, Src Port: 6261% (6261%), Dst Port:
\ Data (1369 bytes) J
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Agegregated Mac Protocol Data Units (A-MPDUs)

These disparate MPDUs are then
displayed to the user as though they
were part of an aggregate.

MPDUs from an aggregate are given to us as individual MPDUs

# PPI wversion 0, 48 bytes

= {MPDU #1

[+ IEEE 802.11

# Logical-Link Control

® Internet Protocol, sSrc: 192.168.1.132 (192.168.1.1327,

* User Datagram Protocol, Src Port: nethios-ns (1370, Dst
MEtBIOS Mame Service

= fMPDOU #2

IEEE 802.11

Logical-Link Control

Internet Protocol, src: 192.168.1.132 (1592.1658.1.1327,

User Datagram Protocol, Src Port: nethios-ns (1370, Dst

MEtBIOS Mame Service

R
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